
READ THESE TERMS AND CONDITIONS CAREFULLY BEFORE USING THIS WEBSITE. 

https://nrc-publications.canada.ca/eng/copyright

Vous avez des questions? Nous pouvons vous aider. Pour communiquer directement avec un auteur, consultez la 

première page de la revue dans laquelle son article a été publié afin de trouver ses coordonnées. Si vous n’arrivez 

pas à les repérer, communiquez avec nous à PublicationsArchive-ArchivesPublications@nrc-cnrc.gc.ca.

Questions? Contact the NRC Publications Archive team at 

PublicationsArchive-ArchivesPublications@nrc-cnrc.gc.ca. If you wish to email the authors directly, please see the 

first page of the publication for their contact information. 

NRC Publications Archive

Archives des publications du CNRC

This publication could be one of several versions: author’s original, accepted manuscript or the publisher’s version. / 

La version de cette publication peut être l’une des suivantes : la version prépublication de l’auteur, la version 

acceptée du manuscrit ou la version de l’éditeur.

Access and use of this website and the material on it  are subject to the Terms and Conditions set forth at

Policy-based Privacy and Security Management for Collaborative E-

education Systems
Yang, Chunsheng; Lin, F.O.; Lin, H.

https://publications-cnrc.canada.ca/fra/droits

L’accès à ce site Web et l’utilisation de son contenu sont assujettis aux conditions présentées dans le site

LISEZ CES CONDITIONS ATTENTIVEMENT AVANT D’UTILISER CE SITE WEB.

NRC Publications Record / Notice d'Archives des publications de CNRC:
https://nrc-publications.canada.ca/eng/view/object/?id=525b68d2-6edb-4085-be8b-096369df6bf5

https://publications-cnrc.canada.ca/fra/voir/objet/?id=525b68d2-6edb-4085-be8b-096369df6bf5



National Research
Council Canada

Institute for
Information Technology

Conseil national
de recherches Canada

Institut de technologie
de l’information

Policy-based Privacy and Security Management  for
Collaborative E-education Systems. *

Chunsheng Yang, Fuhua Oscar Lin, and Hong Lin

May 2002

* published in: Proceedings of the 5th IASTED International Multi-Conference
Computers and Advanced Technology in Education (CATE 2002), Cancun, Mexico.
May 20-22, 2002. NRC 44906.

Copyright 2002 by

National Research Council of Canada

Permission is granted to quote short excerpts and to reproduce figures and tables from this report,

provided that the source of such material is fully acknowledged.



Policy-based Privacy and Security Management
for Collaborative E-education Systems

1

Chunsheng Yang1 , Fuhua Oscar Lin2, and Hong Lin3

1 National Research Council, Ottawa, ON, Canada

Chunsheng.Yang@nrc.ca
2 Athabasca University, Athabasca, AB, Canada

oscarl@athabascau.ca
3University of Houston-downtown, Texas, USA

LinH@uhd.edu

                                                

Abstract

This paper presents a policy-based privacy
and security management scheme for
collaborative e-education systems.  Privacy
and security management is inevitable in e-
education systems.  Using the Ponder [2] as
policy language specification, we explore
how to specify and implement four
commonly used policies in e-education
systems: security management policies,
privacy policies, access control policies,
and collaborative pollicies.  Some examples
from a real e-education project are given to
show the potential of this scheme.
Key Words: Privacy and Security,
Policy-based Management, E-learning.

1. Introduction

With the rapid development of broadband
communication networks such as all-optical
networks and mobile communication networks, a
great deal of attention has been paid to research and
develop e-education systems.  E-learning or on-line
learning is defined as what occurs when education
and training are delivered and supported by the
broadband communication networks particular by
the next generation Internet.  Research has shown
that an effective e-education system should have the
following features [1]:

(1) an expert-rich content and curriculum,
(2) flexibility and convenience,
(3) continuous assessment and real-time

feedback,
(4) multimedia simulation, rich case studies and

threaded discussion,
(5) cooperative and interactive learning without

time or space constrains, and

(6) safe-enough privacy and security for e-
delivery and collaborative education.

Existing research and development in e-education
technology is still in the beginning stage.  The
developed e-education systems or tools, such as
[7][8][9], are very slowly accepted.  One of the key
issues to be solved is how to facilitate the
collaboration and interactions among learning
communities consisting of professors, tutors, and
students.  Collaborative e-education systems are
considered as one of the feasible solutions, because
such systems allow students to interact with the
educators who are simulated professors or
Professors at University, or intelligent agents
distributed on different locations or education
institutions.  Certainly such collaborative e-
education systems require effective privacy and
security management mechanism to protect
information privacy and insure system safety.
Therefore, it is critically important to provide
effective mechanisms for security and privacy
control and management.

In the fields of network management and distributed
system management, the policy-based approach for
dynamic system management is widely recognized
as an effective and feasible mechanism.  We believe
that policy-based approach is also suitable for
managing and controlling the privacy and security in
collaborative e-education systems.

The main tasks in the policy-based privacy and
security management for collaborative e-education
systems are policy definition, policy translation,
policy validation, policy negotiation, and policy
management including policy distribution and
policy enabling/disabling [5] as well as policy
consistence control [6].  In this research, we propose
to use Ponder [2][3] as an environment for policy
management and implementation in collaborative e-
education systems.



This paper is organized as follows.  Section 2
discusses privacy and security issues in
collaborative e-education systems; Section 3 gives
the overview of Ponder.  Section 4 discusses the
specification and implementation of the policies for
privacy and security management.  The paper ends
with a conclusion and a discussion or description of
future work.

2. Security and Privacy Issues in

Collaborative e-Education

Systems

Collaborative e-education systems can be defined as
broadband-network-based distributed multi-agent
systems.  Such systems provide a cooperative and
interactive e-learning environment for students to
interact with teachers or intelligent agents in terms
of their preferences and interests from any location
at any time by using mobile or private access tools
[4].  Therefore, privacy and security issues are
inevitable.

First of all, security issues cover all security
problems related to network (esp. Internet)
technology.  These security problems contain denial
of service for e-learning systems, gathering
information from the data delivery, and
unauthorized access to the private resource or
information in the e-learning systems.  These
problems have been well protected using the
existing security technologies such as PKI for
authentication, secure-IP data delivery, and
intrusion detection for unauthorized access or denial
of service.  The main issues to be solved in the
collaborative e-education systems are privacy and
security management for web-based applications.

Second, privacy is defined as the interest that
individuals have in sustaining a 'personal space',
free from interference by other people and
organizations.  Information Privacy in e-learning
systems is the interest an education institute (agent)
or student has in controlling, or at least significantly
influencing, the handling of data about themselves.
To protect privacy is to find appropriate balances
between privacy and multiple competing interests.
Recently, several techniques have been developed
for providing privacy protection.  Generally, they
can be divided into two kinds of techniques: one is
for providing pseudonym protection, another is for
providing anonymity and unobservability using
anonymous communication networks.

Collaborative e-education systems are fully
distributed multi-agent systems built on broadband-
based Internet.  Therefore, to manage overall
security and requires the management of system

communications among agents.  It is desirable that
security management could allow students, teachers,
or institute-proxies to choose the information (say,
course-related information) that they want to share
and with whom they intent to share it, and allow
users to decide their personal policy for privacy
protection with easy-to-use environment.  To this
end, we propose to use Ponder as security
management environment for the collaborative e-
education systems.

3. Ponder Overview

Ponder [2][3] was developed at Imperial College
over the past 10 years.  It is a declarative, object-
oriented language for specifying security and
management policy for distributed network-
computing systems. Ponder policy language is
flexible, expressive and extensible to cover the wide
range of requirements from the current distributed
systems.  Ponder can provide following function
support for developing policy-based management
systems:

(1) Support typed policy specification. The
policies can be written as parameterized
types and the types can be instantiated
repeatedly using different parameters for
creating new policies.

(2) Support four basic policy types:
authorization, obligations, refrains and
delegations and three composite policy
types: roles, relationships and management
structures.

(3)  Support the policy redundancy and
inconsistencies detection for a large amount
of policy systems and easily to determine the
relationships between policy and target
object.

(4) Support a Ponder policy compiler, which
compiles a Ponder policy type into a policy
class and presents it as a policy object at
runtime.

Before discussing the policies, we have to introduce
some definitions for the terms that are used in the
Ponder.  These terms are SUBJECT, TARGET,
DOMAIN, ACTION, ROLE, RELATIONSHIP, and
MANAGEMENT STRUCTURE.

(1) SUBJECT: students, teachers, institutes, and
administrators, or system agents;

(2) TARGET: education resources or objects
such as course, credits, BBS, Q/A support,
library, etc

(3) DOMAIN: a group of objects which the
policies can be applied;

(4) ACTION: the activities which subject can
carry out. It includes load a new course,
remove old course, download course, enable
access, disable access,  join discussion
group, submit assignment, request Q/A help,
etc.;



(5) ROLE: a group of policies which have the
same subject, such as the students from the
same department;

(6) RELATIONSHIP: a group of policies which
define the right and duties of  roles to wards
each other, such as the relationship between
student and teacher, the relationship between
teacher and administrator etc;

(7) MANAGEMENT STRUCTURE: a group of
roles and relationship policies, which defines
policy hierarchy of organization structure.
For example, university, department, and
laboratory can be grouped into a
management structure.

4. Policies for Pravacy and

Security Management

Policies in IETF are defined as the combination of
rules and services where rules define the criteria for
resource access and usage.  The IETF Policy Group
[10] are defining a policy framework for classifying
packet flows and specifying authorizations for
network resource and service.  In this framework,
the policies are assumed to be objects stored in a
directory service.  A Policy Decision Point (PDP)
retrieves policies from the policies repository and a
Policy Execution Point (PEP) like a router requests
policy decision through the Common Open Policy
Service Protocol (COPS).  The PEP enforces the
policy for managing the system behaviors. However,
this framework does not provide a language
specification for specifying policies but is using the
X500 Directory schema [11].  In the collaborative e-
education systems, the policies are the means
specifying or determining the agent behaviors for
protecting information privacy and system security
without cording the behaviors into the e-education
systems or agents. With the policies the e-education
systems are configurable for different security
requirements in different educating institutes.   The
policy-based privacy and security management is to
specify, transfer, negotiate and manage policies for
users, teachers, and institutes.  To this end, we must
provide a policy management system for the
operators to create, upgrade, and manage the
policies by using policy specification language.
Based on the policy syntax supported by Ponder and
the requirements of the collaborative e-education
systems, the policies can be classified into privacy
policies, security control policies, privacy policies
and collaborative policies.

Using those term definitions in Section 3, below we
discuss the policies.

4.1. Security Policies

Security policies specify what actions must be
involved when a security problem occurs and who
must execute the actions and what the system should
do.  The security policies are used to protect the e-
education system safety in order to avoid the attack
or intrusion from unauthorized access from inside or
outside.  These policies are implemented using
Ponder Obligation policy type.  Therefore the syntax
of security policies could be expressed as Figure 1.

4.2. Access Control Policies

Access control policies are used to define the
accessing right for subjects to perform actions on
some specifying targets.  They are used to protect
the education resources and services in e-learning
systems.  We are using authorization policy type and
delegation policy type to support access control
policies.

Authorization policy type contains a positive
authorization policy and a negative authorization
policy.  The former is used to specify the action that
subjects are permitted to perform on target object;
and the latter to specify the actions that subjects are
not allowed to perform on the target object.  The
syntax of authorization policy type is shown in
Figure 2.

Delegation type policy is used to provide permission
to the subjects an authorization policy to delegate all
or some of their access rights to a new set of
subjects.  The implementation and enforcement of
delegation polices are the same as authorization
policies.

TYPE OBLIG policyName {

ON abnormal-behaviro-speccification;

SUBJECT [<type>] domain-expression;

TARGET  [<type>] domain-expression;

DO

ACTION  [<type>] action list;

}

Figure 1. Security Policy Syntax

TYPE (AUTH+ | AUTH-)  policyName {
SUBJECT [<type>] domain-expression;
TARGET  [<type>] domain-expression;
ACTION  [<type>] action list;

}

Figure 2. Authorization Policy Syntax



4.3. Privacy Policies

Privacy policies define the privacy of an operation
that subjects perform and privacy of information
that subjects share.  They also specify the privacy
for subject to create a new policy and decide the
privacy of information delivery on the Internet.  For
example, privacy policy can be used to specify if
subjects need a data protection.  If they specify the
data protection, the data delivered between subjects
will be encrypted.  We are using refrain policy type
in Ponder to implement the privacy policies, because
this type policy specifies the actions that subjects
must refrain from performing on the target objects.
It has similar syntax (as shown in Figure 1) to the
authorization policy type.  Refrain policies are
enforced by subjects rather than access controller
because subjects  may not  trust the target to enforce
the policies.  For example, when a student wants to
submit his assignment to teacher or administrator
office with data encryption for delivery we can use
following privacy policy to specify this activity.

 TYPE REFRAIN assignmentSubmit {

SUBJECT  s=/student A

TARGET   o=/administrator office or teacher

agent

ACTION    disclose data-public delivery

WHEN      submit a assignment

}

4.4. Collaborative Policies

Collaborative policies are written with composite
policy type which is used to group and inter-relate
polices together in order to model the management
structure within collaborative e-education systems.
The Ponder provides three types of composite
policies: roles, relationships and management
structures.  As mentioned at the beginning of this
section, a role could be a group of privacy, security,
and access control policies that have the same
subjects.  We use a relationship to link the roles.

Further, we can composite a management structure
from the roles and relationships.  For example,
Figure 3 shows a collaborative management
structure for a typical distance education university.
In this management structure there are three roles:
administrators office (role1), teachers (role 2) and
students (role 3), and two relationships: supervise,
report and registration. This management structure
policy can be written as follows:

TYPE MSTRUCT VirtualUniv.  {
INST ROLE administrators;

ROLE teachers;

ROLE students;

INST REL supervise (teachers,students);

INST REL report

(teachers,administrators);

INST REL registration

(students, administrators)

}

5. Policy Management Service

After designing the policies, based on the Ponder
specification, for collaborative e-education systems,
we must provide a policy management service for
the agents to share the policies and PEP to enforce
the policies.  To this end, we need a policy service
agent, which provides the policies for PEPs such as
access controllers and target object agents.  In order
for PEP to be able to execute the policies, the
policies are compiled into policy objects.  The
policy objects are transferred to PEPs by using
COPS protocol.  In this study, security policies are
compiled into security policy objects (SPOs),
privacy policies are complied into privacy policy
objects (PPOs) and access control policies are
compiled into access policy objects (APOs).  These
policy objects are dispatched to policy enforcement
points in the collaborative e-education systems.
This policy management mechanism is shown in
Figure 4.

Role 1 Role 2 Role 3

S

T

T

S

T

T

S

T

T

Registration

Report Supervise

Figure 3. The example of management structure



6. Conclusions

We have presented a scheme for privacy and
security management in the collaborative e-
education systems.  Based on the Ponder language
specification we designed the policies for managing
privacy and security for e-learning systems.  We
also discussed the policy operation model and policy
management service. Comparing Ponder to other
policy specification languages such as X500, it can
be pointed out that the Ponder is a very useful and
flexible language for developing policy-based
privacy and security management not only for e-
education systems but also other distributed network
systems.  It can also be pointed out that policy-based
approach to managing privacy and security for e-
learning systems is feasible and effective.  As our
future work, we need to work on policy
communication or policy convergence between
Ponder-based policy and other policy languages.
We will also work on policy-based agent
coordination for effective collaboration in e-
education systems.
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