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HEATHER MOLYNEAUX, National Research Council Canada, Fredericton,Canada, Canada

ALI A. GHORBANI, Canadian Institute for Cybersecurity (CIC), Faculty of Computer Science, University of

New Brunswick (UNB), Canada

The proliferation of heterogeneous Internet of things (IoT) devices connected to the Internet produces several operational
and security challenges, such as monitoring, detecting, and recognizing millions of interconnected IoT devices. Network
and system administrators must correctly identify which devices are functional, need security updates, or are vulnerable to
speciic attacks. IoT proiling is an emerging technique to identify and validate the connected devices’ speciic behaviour and
isolate the suspected and vulnerable devices within the network for further monitoring. This paper provides a comprehensive
review of various IoT device proiling methods and provides a clear taxonomy for IoT proiling techniques based on diferent
security perspectives. We irst investigate several current IoT device proiling techniques and their applications. Next, we
analyzed various IoT device vulnerabilities, outlined multiple features, and provided detailed information to implement
proiling algorithms’ risk assessment/mitigation stage. By reviewing approaches for proiling IoT devices, we identify various
state-of-the-art methods that organizations of diferent domains can implement to satisfy proiling needs. Furthermore, this
paper also discusses several machine learning and deep learning algorithms utilized for IoT device proiling. Finally, we
discuss challenges and future research possibilities in this domain.

CCS Concepts: · Security and privacy → Intrusion/anomaly detection and malware mitigation; · Computing

methodologies→ Machine learning.

Additional Key Words and Phrases: IoT Security, IoT proiling, IoT Fingerprinting, IoT Device Type Identiication, Machine
Learning.

1 INTRODUCTION

The number of smart devices connected through diferent Internet of things (IoT) methods is rapidly increasing.
According to [39], consumer smart homes may deploy as many as 500 devices in their networks by the year 2022.
A survey by [44] shows that there will be 25 billion connected IoT devices by 2025, which will contribute $1.1
trillion in industry revenue. As more devices are added to the IoT ecosystem, identifying and regulating millions
of interconnected devices becomes increasingly challenging. As security issues arise in this heterogeneous
environment, it is essential for organizations, network administrators, and consumers to have tools to detect and
diagnose abnormal behaviour.
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Fig. 1. The proposed taxonomy for IoT profiling techniques.

Proiling tools are a requirement in the evolution of the IoT ecosystem. Their signiicance must not be
downplayed, as IoT devices can be the point of access an attacker needs to initiate a large scale attack [45]. For
example, consider the Mirai botnet attack, which targeted a simple weakness in speciic IoT devices. By exploiting
a single vulnerable device in the network, attackers were able to infect over 60,000 IoT devices. The day after
Mirai released, 15,000 cyber-attacks were launched, disrupting telecommunication, game servers, and several
high-proile websites.

The nature of IoT devices makes them an easy target for iniltration [102]. The network-level security mecha-
nism is essential for analyzing the traic pattern and identifying attacks in heterogeneous IoT networks. Due to
resource constraints, IoT devices use limited cryptographic capabilities for securing the data exchange. As a result,
IP addresses, MAC addresses, and port numbers can be spoofed easily. Therefore, an IoT proiling technique is
an essential approach to identify and monitor the connected devices’ speciic behaviour within the network.
Utilization of proiling can prevent malicious network activity by promptly detecting and isolating suspected
compromised devices for further observation.
IoT device identiication is challenging because of the variance in device types, control sequences, and trans-

mission protocols. A generalized procedure is not enough to accommodate the existing or future amount of
IoT devices and their variations. Existing monitoring systems also do not have suicient implementations to
detect and recognize the existing set of devices that can be connected to a network. Additionally, IoT devices
have limited storage and computation power, resulting in utilization of weak digital certiicates and insecure
cryptographic keys, or even no encryption at all. Due to their limited design, IoT devices are vulnerable to a wide
range of cyber attacks, including but not limited to crucial leakage, broken authentication, and spooing.
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1.1 Contributions

Figure 1 shows the main contribution of this paper. This paper investigates several IoT device proiling techniques
in diferent domains, such as Healthcare, Smart Home, Agriculture, Smart Farming, and Smart Cities. The
following describes the diferent contributions of this paper:

• A thorough review of various IoT device proiling methods, such as IoT device type identiication, individual
device identiication, unseen IoT device identiication, and anomaly detection schemes in IoT environments.

• A clear taxonomy for IoT proiling based on several diferent security issues in this ield.
• A detailed list of IoT devices’ common vulnerabilities in multiple domains, along with corresponding
security parameters. The proposed list of vulnerabilities can profoundly contribute to strengthening the
risk assessment and mitigation of diferent organizations’ networks.

• Common feature vectors used by various approaches to proile IoT devices such as device type identiication,
device instance identiication, and unseen device identiication, along with the eiciency and practicality
of the features.

• Discussion of overhead related to feature selection and feature engineering in terms of practicality (i.e.
the contribution of the feature to proiling) and eiciency (i.e. the complexity of extracting the feature).
This part of the paper can assist researchers in selecting the most eicient collection of features for their
proiling algorithms. By determining a set of features with the highest practicality and eiciency, it is
possible to achieve better performance both in terms of accuracy and scalability for a proposed approach.

• Lastly, diferent machine learning and deep learning algorithms used for IoT device proiling are analyzed
and compared. In addition, we investigate best performing machine learning classiiers employed by
state-of-the-art IoT proiling.

Table 1 compares our work to similar works from 2014 to 2020 concerning diferent aspects such as Service
Proiling, Smart Home, Smart City, Agriculture, Healthcare, Machine learning, security, and Privacy. After careful
comparison o, as illustrated in the table, we have found that the distinguishing feature of our work is that we
consider a wide range of industries, factors in security and privacy, but most importantly, address proiling
techniques to identify key characteristics of IoT network traic as a means of identifying malicious actors, as
well as compromised or vulnerable devices.

2 PROBLEM DEFINITION

IoT devices are extremely diverse in build standard. Even for devices of the same type, there can be variations in
control sequences, transmission protocols, and encryption standards. Environments that utilize IoT devices often
have a multitude of devices deployed, varying in type and manufacturer. The inability for an administrator to
easily identify devices and healthy behaviour can be detrimental for network security and operation.
The signiicance of the problem increases as more devices are added to the network. Due to the lack of

uniformity, network administrators have an increasingly time-consuming problem of coniguring various rules
and permitted behaviours for deployed IoT devices. Thus, proiling tools for monitoring, detecting, and identifying
thousands of interconnected IoT devices is essential for diferentiating standard behaviour from anomalous
behaviour. Proiling will signiicantly improve modularity of connected IoT devices and help map particular nodes
to speciic sectors. For instance, network administrators may wish to limit speciic device activity to particular
periods of the day. Proiling and identifying the device enables network administrators to see if devices are
operating with intended privileges, or locate vulnerable devices and trigger security updates or patches. If a
speciic device is violating a baseline proile, it should be quarantined for further monitoring. The network traic
in the IoT environment is heterogeneous; making it diicult to create ixed proiles to identify each device.
One of the most signiicant challenges to consider in IoT proiling is selecting a small, yet efective set of

features. Several works published regarding IoT proiling utilize features related to device network traic. Then,

ACM Trans. Internet Things
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Table 1. Comparison of Similar Surveys to this Work

Survey Device Proiling Smart Home Smart City Agriculture Healthcare Machine Learning Security Privacy

[121] ✓ ✓ ✓ ✓ ✓

[142] ✓ ✓

[144] introduced introduced introduced ✓ ✓

[134] ✓ ✓

[69] ✓ ✓ ✓ ✓

[107] ✓ ✓ ✓

[50] ✓ ✓ ✓

[37] ✓ ✓

[9] ✓

[32] ✓ ✓

[42] ✓ ✓ ✓ ✓

[64] ✓ ✓ ✓ ✓ ✓

[65] ✓ ✓ ✓

[72] ✓ ✓ ✓

[79] ✓ ✓ ✓

[109] ✓ ✓

[70] ✓ ✓ ✓ ✓ ✓

[11] ✓ ✓ ✓

[38] ✓

[92] ✓

[61] ✓

[53] ✓ ✓ ✓

[48] ✓ ✓

[90] ✓ ✓ ✓

[146] ✓ introduced introduced ✓ ✓ ✓

Our Work ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Index: [✓] = Discussed Thoroughly, [introduced] = Briely Discussed or Mentioned, [] = Not Discussed or Mentioned.

they perform fundamental operations on the feature set, train a machine learning model using the set, and create
a proile for the device based on the results [25, 49, 91, 95, 117]. Proiling IoT devices based on their network
behaviour has been an area of research for a long time. Examples of behaviour features that can be used in IoT
proiling are DNS server, set of protocols, request-response pattern, packet size, and frequency of the message.
The traic features of an IoT device can be classiied into the following types:

• Size-related features: IP Packet size, Payload length, TCP Window size, Flow size, Traic volume, Traic
rate.

• Service-Related features: IP address, Protocol number, Port number, DNS, and NTP query.
• Time-related features: Flow duration, active, and sleep duration.
• Statistical Features: Flow size, Minimum, Maximum, etc.
• Network communication protocols-long Range ( Cellular, LoRa (LoRaWAN, Ingenu, WiMAX))
• Network communication protocols-Short Range ( Bluetooth Smart (BLE), Zigbee, Wi-Fi, NFC, EnOcean,
Wireless HART, Z-Wave, 6LoWPAN)

As Figure 2 shows, the prominent architecture of the IoT proiling system includes:

• Data acquisition: The network traic and other necessary information of the IoT devices are captured. This
raw traic generated by IoT devices could be imbalanced due to the nature of the IoT devices.

• Feature extraction: A list of features is extracted from the captured data. The features are selected in a way
that could identify most of the devices with better accuracy. This feature engineering is an important stage
in IoT proiling and should be selected carefully.
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Fig. 2. General Architecture of IoT Profiling.

• Data pre-processing: The features are pre-processed and those features which could diferentiate better
between the devices are selected.

• Modeling normal behaviour: The expected behaviour of the ideal IoT device creates a signature for the
normal behaviour of the IoT devices using a machine learning algorithm. Selecting the best machine
learning algorithm in this stage is also an important step toward proiling the devices. The moment a device
violates this normal proile it could be quarantined for further monitoring.

• Detection: In this stage, the type of device, an instance of the device, anomalous device, and unseen devices
that did not exist in the network while training the model are identiied. Lastly, the information is analyzed
to deduce the proper actions to take against the identiied device. However, modelling and creating a proper
proile for each device requires in-depth research about the IoT device’s nature before starting any ML
training algorithm. The IoT devices’ baseline proiles connected to the network must be securely stored for
future proile comparison. Finally, actions such as discarding the device from the network or quarantining
the device can be taken.

As mentioned before, with the fast growth of smart devices, security issues are arising in the heterogeneous
IoT environment. Remotely monitoring, detecting, and recognizing millions of interconnected smart IoT devices
is essential for operational and security motivations to detect anomalous behavior. However, several researchers
attempted to conduct diferent studies in behavioral analyses or proiling IoT devices throughout recent years.
Figure 3 illustrates the evolvement of the IoT proiling method from 2017 to 2021.
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Fig. 3. IoT Profiling Evolvement.

3 DOMAINS OF IOT SECURITY PROFILING

Security Proiling of IoT devices is rapidly emerging and spans several industries and services. The survey
provided by the authors of [142] detail the application of IoT in several industries. We will further expand by
giving information on how proiling techniques can improve IoT performance and security in various domains. A
poor security proiling mechanism can degrade performance. It can be even worse when it comes to IoT devices.
The patient lives in IoT-based healthcare, the safety of home appliances and security of elements in smart farming
and the smart city could be in danger exploited due to malicious activities. Some most common domains of IoT
proiling, as shown in Figure 4 are:

• Healthcare/Fitness IoT (Remote Temperature Monitoring Drug efectiveness tracking, Sleep monitoring,
Medication reill reminder, Nutrition Control, Contact-less Surgery, Chronic Care Management, Remote
Treatment Solutions, Blood glucose and diabetes monitor, Assisted living, Asthma Inhaler System)

• Home Automation (Home security and monitoring systems,Smart Lighting,Smart kitchen,Smart sound
system)

• Agriculture/Smart Farming (Climate Monitoring System, Greenhouse Automation System, Crop Manage-
ment, Autonomous irrigation, Autonomous Tractor, Smart Harvesting)

• Smart City (Law Enforcement, Disaster Management, Security and Surveillance, Oil Exploration, Smart
Transport, Energy Management, Smart Mining)

3.1 IoT Security in Healthcare/Fitness

IoT devices in healthcare have an essential role in the advancement of healthcare industries [70]. With the
massive amounts of data transmission to and from these devices, it is challenging to create a secure and efective
proiling framework for healthcare IoT devices. The consequences of an insecure healthcare IoT network are
highly signiicant. Attacks on data privacy and integrity could have signiicantly detrimental results for both
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Fig. 4. Common domains of IoT Profiling.

the organization and the patients. In addition, delays in IoT device operation or abnormal behaviour from
compromised devices could be a threat to a patient’s life. Therefore, it is essential to have a secure and eicient
proiling framework for healthcare IoT.

As many smart devices are being used in the health domain, dissecting the privacy and security issues associated
with those devices is an area of interest for researchers. Several researchers have surveyed the privacy and
security issues of IoT devices in healthcare sectors [6, 52, 98, 103, 106, 109, 119, 129]. Most of these have provided
an overview of privacy and security issues and solutions in diferent health industry areas.

Security demands such as integrity, availability, authorization, authentication, trust management, and privacy
for each layer of healthcare IoT devices to recognize the network’s malignant hubs are explained by [67]. In
[85] they have referred to privacy, conidentiality, authentication, access control, and trust management of
healthcare-IoT. A reliable architecture based on international healthcare cybersecurity regulations and standards
to protect patient’s health information and privacy is proposed in [127]. It enhances the reliability of IoT devices
in healthcare by lessening the vulnerabilities. [17] introduces a cloud-based model, stating that it is the best
option for IoT implementation in healthcare. Cloud services provide virtually unlimited storage space and allow
accessibility for both patients and doctors. Figure 5 shows the importance of IoT devices in the Healthcare
environment. As Figure 5 demonstrated, it is expected that the demands of IoT devices in the healthcare market
will be at least twice by the year 2025.

3.2 IoT Security in Home Automation

Even at the consumer level, many IoT devices are being connected to create smart home environments. There is
a signiicant increase in IoT devices used in the smart home environment. To facilitate access, provide equipment,
and allow users to control remotely and manage their home environment, such as remote working smartwatches,
intelligent lights, baby monitors, they analyze their data in the cloud [102]. A 2019 iProperty management study
found that over 26 million IoT devices run in the U.S. [83]. Another report says 120 IoT devices connect to the
internet per second globally [84].
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Deployment of consumer-grade IoT devices in smart home environments is also a concern for security
and privacy. In early 2014, attackers hacked over 100,000 IoT devices and conducted a large-scale attack [22].
Manufacturers of these devices could also be collecting conidential user data for analytics or consumer proiling.
Therefore, IoT proiling is a necessary consideration even at the consumer level.

Message integrity and security model authentication based on hash functions and encryption algorithms in the
smart home using smartphone messages is encrypted with AES-256, RC4-based hash function, and key exchange
ephemeral Diie-Hellman [86]. A central hub is used for message control, and messages are transmitted by phone
to the central transmitting hub. The authors propose this three-layer strategy as an energy-eicient means of
authentication, key exchange, and protecting message integrity between the smartphone and the central hub. As
Diie-Hellman consumes signiicant energy, it is used only once for the user’s initial authentication. AES256 is
used to complete the cipher, as it is energy and resource-eicient. The RC4 hash function is used to preserve
message integrity compared to MD-based and SHA-based hash functions.

IoT devices’ attack vectors are growing, and maintaining home safety and protection is getting more diicult.
[125] proposes a three-party software solution that allows users to conigure network-level security for their
home devices. Their solution, the security management provider (SMP), utilizes API calls to restrict access
control or block invasive activities on IoT devices. Improved privacy protection criteria for the intelligent home
environment and a security attack investigation focused on historical evidence were suggested by [10][74]. They
anticipated security threats and projected the number of potential threats. The architecture includes; access
control, management, cryptography, system integrity, authentication, logging, and digital signature.

Things are categorized based on the spatial and temporal characteristics of the underlying device-to-device, and
owner-to-cloud interface [107]. In the smart home ecosystem for device integrity, and improved authentication
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mechanism called the self-signing technique is proposed by [65]. The self-signing and access control prevent
data from leakage, modiication, and code fabrication. A lightweight lattice-based framework was proposed for
the smart home to maintain privacy and track authentication [4].

In [140], authors used Android application and the GSM system to create a smart home protection system. It
remotely controls smart home appliances like refrigerators, AC lighting, and TV and creates an alert in case of
intrusion or security problems. [14] reported that even with encryption mechanisms in place, a passive adversary
is still able to infer device activity from generated network traic. The authors propose a privacy-preserving
traic shaping scheme to mask the channel operation. If the formed traic rate is lower than the system’s traic,
packets are queued. Otherwise, dummy packets are inserted to cover the diference in traic rate. They report
that the suggested traic shaping scheme provided is accessible to users with good internet connections and that
their scheme can be tuned to user needs. In [9], they have presented an overview of how IoT is blended with
artiicial intelligence to connect and monitor devices within a smart home environment remotely.
The most relevant limitation of IoT devices and their solutions, classiication of IoT attacks, mechanisms for

authentication and access control, analyzing the security issues in diferent layers, and presenting a layered
architecture of IoT-based smart home is discussed by [75][144][38]. IoT devices’ security risks and privacy issues
and the risk element of smart home IoT devices that take into account four types of attacks: software, network,
physical, and encryption are summarized [69][33][13]. This classiication helps in a more comprehensive view of
how to inspect vulnerabilities.

During a joint workshop session with nine participants, the risk analysis of a smart home automation system
was carried out [54] [55]. The talk was organized using an open information security risk evaluation survey for
reasoning, identity, analysis, and assessment of diferent threats. Several common threats such as eavesdropping,
impersonation, DoS, ransomware that could be used on a smart home IoT environment by a cybercriminal was
evaluated in [40, 68, 73].

3.3 IoT Security in Agriculture/Smart Farming

Lately, smart technologies have become an indispensable part of every agriculture strategy since they provide most
of the world’s food and fabric. Smart devices can help manage the farming system’s performance, maintenance,
and cost tracking. IoT is groundbreaking in smart farming and agriculture, where farmers can remotely track their
crops and machinery. Smart sensors are used to calculate humidity, temperature, water level, soil nutrition levels,
soil PH, etc. However, the security of IoT devices and smart sensors is vital in smart farming and agriculture to
prevent the farmer’s risks and inancial loss and disrupt the country’s economy.
In smart farming, IoT introduces a broad exposure to cybersecurity risks and vulnerabilities. The number of

IoT devices deployed in intelligent agriculture is estimated by BI Intelligence to grow from 30 million in 2015
to 75 million by 2020 and is projected to produce 4.1 million data points per day in 2050 [93]. The security and
privacy of smart farming, potential cyber-attacks, vulnerabilities, risks, and the inancial impact of using smart
devices in agriculture from a business perspective are discussed in detail by [46][51][87][18][57].
High gain and low maintenance agriculture systems can be built using eco-friendly and energy-eicient

smart sensors. The application of IoT in agriculture to help improve crop management, resource management,
cost-efectiveness, quality and quantity improvement, crop tracking, etc., are addressed by [31][97][126]. To
recognize environmental and human-made factors hindering plant growth, they have merged IoT and image
processing [60].

In order to understand various technologies and develop a smart farming model with a wireless network, the
authors of [92] surveyed several implementations of agricultural IoT using cloud computing. An agricultural use
of wireless sensor networks for crop ield tracking has been suggested [81, 92? ]. Their systems consist of sensors
that measure temperature, humidity, and image sensing by taking crop images for information.
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In [62], they recommended an IoT-based greenhouse monitoring system with a cloud to track multiple
environmental parameters. Every 30 seconds, data from the temperature sensor, light sensor, soil humidity sensor,
and relative humidity sensor are continuously sent to the cloud. A framework is put in place to understand
the vulnerabilities in emerging technologies, especially in the smart farming environment by [138]. To develop
an integration framework for smart farming, they used support vector machine (SVM) and Artiicial Neural
Networks in [63]. Through developing a system to ensure and track the food processing cycle, the authors
in [78][? ][108] concentrated on the application of blockchain technologies for food safety. For example, [78]
proposes an ERP system applied to IoT, with data resting on a blockchain. They provide a use case, stating that
a user can scan a barcode using their smartphone, then track the transaction history for their food product,
allowing them to verify food safety.

Many facets of IoT in agriculture are deined and clariied by smart farming based on IoT [37] [20] [29] [116]. It
highlights the security concerns and the complexities of automated virtual farms using wireless sensor networks.
To concentrate on the physical layer of smart farming, a low-cost IoT based security monitoring system was
proposed and implemented by [116].

3.4 IoT Security in Smart City

The development of smart cities is faced with many issues, including socioeconomic, political, and technical issues,
but most importantly, security and privacy issues [100]. Security threats, vulnerabilities, and solutions that are
proposed from 2010 to 2015 for the smart city environment are provided by [53]. They ofered a comprehensive,
categorized, and detailed overview based on security problems in the existing smart city designs. In developing a
smart city, the safety and security issues of machine to machine (M2M) standard solutions are addressed by [19].
In [35], they addressed cybersecurity issues and concentrated on two main challenges: privacy and security.

To explain the contact between the IoT, people, and servers. The role of intelligent software in developing a
smarter city and security limitations is discussed by [115]. A distributive framework for ensuring trust, privacy,
and security of information transfer in IoT is proposed by [21]. [137] addresses the issue of safety problems in
urban growth. They proposed an encryption method to cope with data integrity and privacy concerns. Smart
grids are an essential part of a smart city as they provide eicient energy supply chain networks and information
management [30]. [80] discussed the problems of network security in the Smart Grid. The link between anonymity
and security was addressed and showed that they could be matched in smart grids[43]. An automatic system is
suggested that can be managed for more immeasurable smart city protection through distributed cloud concepts
by [128].

The study of privacy problems such as query privacy, the privacy of identity, privacy of footprint, the owner’s
privacy, and privacy of location for an IoT device in the smart city is presented by [89]. The IoT architecture,
protocols, and security issues, explicitly considering the smart city IoT application, are discussed in [32]. The
comprehensive surveys provided in [121] and [72] also concentrate on the privacy and security of IoT in the smart
city domain. IoT implementation, coniguration, execution, and management using an application execution
platform (AEP) in the smart house, smart city, and the smart car is presented by [71]. A description of the IoT
device architecture and fog/edge computing integration in IoT applications is presented by [79]. They have also
discussed privacy and security issues. The role of edge computing and critical requirements in the smart city is
discussed by [64].

Data management approaches of smart IoT devices used for granularity, reusability, consistency, and interop-
erability are surveyed by [42]. Characteristic, deployment, architecture, and challenges of IoT in the smart city
using big data is discussed by [77] [8] [122].
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Table 2. Papers Discussed in Section 3, Classified by Industries Provided

Category References

Healthcare [70], [47], [6], [52], [106], [103], [119], [109], [98], [129], [67], [11], [85], [127], [17], [59], [59], [50]
Smart Home [102], [83], [84], [22], [86], [125], [10], [86], [125], [10], [74], [107], [65], [4], [140], [14], [9], [41], [96], [75], [144], [38], [69], [33], [13],

[54], [55], [40], [73], [68]
Agriculture [93], [46], [51], [87], [18], [57], [31], [126], [60], [92], [? ], [81], [62], [138], [63], [78], [? ], [108], [61], [110], [23], [37], [20], [29], [116]
Smart City [100], [53], [19], [35], [115], [21], [137], [30], [80], [43], [128], [89], [32], [121], [72], [71], [79], [64], [42], [77], [8], [122]

4 SECURITY IN IOT ENVIRONMENT

Due to rapid technological advancements, multiple devices in the IoT environment, such as mobile devices,
embedded systems, sensors, and actuators(considered smart devices), can receive vast amounts of information
via data trading and interconnection. It is essential to preserve individual privacy and secure, shared data in this
context. Therefore, privacy and security have drawn signiicant attention and research interest in recent decades.
Several security solutions have recently been discussed for the IoT environment. We address diferent security
solutions in this domain in the context of diferent security analyses and security threats in IoT proiling with the
following subsections.

4.1 Possible Security Analysis in IoT Profiling

IoT Proiling is an emerging and rapidly evolving ield. In the most simplistic form, devices can be identiied by
their IP and MAC addresses. However, IP addresses can change frequently and MAC addresses can be spoofed.
Moving towards a more reliable measure of identifying devices, researchers began utilizing feature selection with
machine learning models to model device network behaviour, as seen by works referenced in Table 6. Now, with
MUD becoming internet standard, manufacturers are able to provide speciication for device information and
intended communication patterns, allowing consumers to easily identify devices in their network by checking
MUD components [? ]. [? ] further explains these components as the following, a URL provided on device
connection to the network, a ile which the URL points to, and a process that retrieves the ile. The ile deines
the minimum communication access the device needs for normal access.

Securing IoT device communications is vital to create a robust network. There have been frequent prior cases
of IoT devices passing user-sensitive information in clear-text, or manufacturers collecting more information
than they are obligated to [148]. As TLS is internet standard, it has been used by many manufacturers as the
means of securing communication between device and cloud server. However, as [148] states, this has a converse
efect on security, making it harder for users to detect data leaks, as the information cannot be inspected by
entities other than the communication endpoints. Further, [148] proposes inspection-friendly TLS (IF-TLS), which
connects the device to a manager, that routes device traic to middle-boxes, who can inspect the data in transit.
In contrast, some end-to-end countermeasures are given by [133]. These countermeasures are IP security

(IPSEC), TLS encryption, generic routing encapsulation (GRE), and Tunneling. While the proposed countermea-
sures are end-to-end, the author’s proposal of GRE encapsulates data payloads with checksum, key, and Sequence
Security Flags, without encrypting the data. This allows parties not being directly communicated with to evaluate
the traic in transit. While this means the data is potentially visible to attackers, utilizing tunneling to create
a virtual connection between two endpoints will allow the user to evaluate the data while protecting it from
man-in-the middle attacks. [146] proposes the utilization of Deep Learning as a means of analyzing the security
of IoT, as well as proiling device behaviour. They state that current methodologies of identifying devices using
static identiiers is a security risk, as attackers can spoof these. By using Deep Learning, they claim that training
a model using system logs and web traic will allow the Deep Learning model to identify subtleties in legitimate
and falsiied requests. The proiles created by the Deep Learning model can also be utilized to determine the type
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of the device based on the network traic. Figure 6 illustrates some of the well-known vulnerabilities utilized in
the IoT environment for diferent attacks.

IoT Vulnerability Analysis

Physical

• Side channel attack

• Physical damage

• Node jamming

• Eavesdropping

• Rogue certificate

• Blue-snarfing

• Microprobing

Network Application

Encryption

• Man in the middle

• Spoofing attack

• Packet manipulation

• Cryptoanalysis

• RFID cloning
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• Packet flooding

• SYN flood

• Ping of death

Routing

• Nmap/Port attack

• Sybil attack

• Forwarding attack

Middleware

• Brute force

• Dictionary attack

• Message replay

• Information loss

• Signature attack

Code

• SQL injection

• Cross site scripting

• Malicious script

• Session hijacking

Privacy

• Spear phishing

• Impersonation

• Blue-jacking

Malware

• Virus

• Ransomware

• Spyware

• Trojan horse

Data

• Data inconsistency

• Unauthorized access

• Data breach

Fig. 6. The Security Vulnerability in IoT Profiling.

4.2 Security Threats in IoT Profiling

Vulnerability in an IoT device could replicate, as most IoT devices’ software is developed using code clones and
third-party libraries [147]. Since these clones and libraries play an essential role in developing the embedded
software, diferent devices can have the same vulnerabilities. Figure 7 illustrates the security threats that can
have a high impact on IoT proiling systems.

Li et al. [76] indicated that 22.3% of the Linux kernel’s code of the IoT devices had been implemented previously
in common libraries or other similar devices. This could unintentionally introduce the same vulnerabilities to
millions of devices. Table 3 shows common vulnerabilities available in the IoT devices along with their main
properties, which are listed below. In addition, Table 10 presents a detailed description of each vulnerability.

• CVSS Base Score: Shows the severity of the vulnerability.
• Type: Refers to the type of vulnerability.
– Software (S): Vulnerable component is present in the software. Most of the IoT devices have software
vulnerability.

– Hardware (H): The vulnerable component is present due to the hardware vulnerability.
• Attack Vector: The attack vector’s value increases if the attacker is physically and logically exploiting a
particular vulnerability.
– Network(N): It shows that the vulnerability is related to the network stack and the attacker can use the
network layer (e.g. router) to exploit the vulnerability remotely.

– Adjacent Network(A): It indicates that the vulnerability is bound to the network stack and limited to the
same physical or logical network. It can not be performed across the boundary of the third layer of the
OSI model, i.e., a router.

– Local(L): In some cases, the vulnerability is not restricted to the network stack, and the attack can happen
via reading/writing/executing capabilities. So, the attacker should be logged in or rely on user interaction
to exploit the vulnerability.

– Physical(P): This type of vulnerability requires physically touch or manipulate the unsafe components,
e.g. attaching a peripheral device to the system.

• Attack Complexity: It shows that the conditions beyond the attackers’ control require exploiting the
vulnerability. e.g., gathering more information about the target or knowing speciic system conigurations.
– Low(L): An attacker can expect repeated success against the vulnerability and there is no need for
specialized access conditions.
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Security Threats in 
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Fig. 7. The Security Threats in IoT Profiling.

– High(H): It requires the attacker to spend some measurable amount of efort into exploiting the vulnerable
component. Successful exploitation requires conditions beyond the attacker’s control.

• Privileges Required: It is related to the level of privilege an attacker should have before exploiting the
vulnerability.
– None(N): The attacker needs no access to iles or settings to accomplish an attack (unauthorized attacker).
– Low(L): The attacker should have some basic user privileges to impact only non-sensitive resources, for
example, typically afect the user’s iles and settings (authorized attacker).

– High(H): The attacker needs privileges for signiicant control over the vulnerability and could afect
component wide settings and iles (authorized attacker).

• User Interaction: Exploiting some vulnerabilities requires the participation of users. This property shows a
separate user-initiated process should participate in exploiting a vulnerability, or the attacker can exploit it
individually.
– None(N): No user interaction is needed to exploit the vulnerability.
– Required(R): Requires the user to take any action before exploiting vulnerability, e.g. convincing the user
to click a link in an email.

• Scope: It shows whether a vulnerability in one software can afect other resources beyond its privileges
and means.
– Unchanged(U): In this case, the vulnerable component and impact component are the same. It means
that an exploited vulnerability can only impact on the resources managed by the same authority.

– Changed(C): some vulnerabilities can impact other resources which are beyond the authorization privi-
leges. So, the vulnerable components and impact components are diferent.

• Conidentiality: It refers to the impact on information sources’ conidentiality, which means that data and
resources are protected from unauthorized access. Thus, only authorized users can access and disclose
information.
– None (N): There is not any loss of conidentiality by exploiting the vulnerability.
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– Low (L): The attacker can access to some restricted information but without any control over what
information is. The disclosed information does not cause a severe or direct loss.

– High (H): It shows a total loss of conidentiality, where the attacker can access to some restricted
information which may causes a direct and serious impact.

• Integrity: It refers to the trustworthiness and veracity of the data, the impact on information sources’
integrity.
– None (N): There is no loss of integrity within the vulnerability.
– Low (L): The attacker can modify data, but it is impossible to have control over the consequence of
modiication. The modiication does not have a severe and direct impact on the impacted components.

– High (H): The attacker can modify any/all protected iles; means complete loss of protection. These
changes would present direct, severe consequences to the impacted components.

• Availability: It indicates the impacts on the accessibility of information resources.
– None (N): There is not any impact on availability within the vulnerability.
– Low (L): The attacker is not able to completely deny services to authorized users. There are no direct,
severe consequences for the impacted component.

– High (H): It shows a total loss of availability, which means the attacker can entirely deny access to the
impacted components’ resources. The loss of availability presents severe and direct consequences to the
afected components.

• Communication: Presents what type of communication is used by the device, it could be Wi-Fi, Bluetooth,
Zigbee, or wired communication.

Table 3 represents a list of common vulnerabilities related to IoT devices, which are found and labelled based
on the information from common vulnerability exposure (CVE), national vulnerability database (NVD), common
weakness enumeration, and blog posts about the IoT. If a speciic vulnerability is not present in CVE, NVD, CWE,
its properties are speciied with the most suitable label. As an example, consider one of the Amazon Alexa’s
vulnerabilities, the one with V-4 id, its type is hardware (H), and its attack vector is labelled as local (L) because
the attacker needs to be in local proximity to the device. The attack complexity is labelled high (H) because the
attacker should spend some measurable efort exploiting the vulnerable component. The privilege required is
labelled none (N) because the attacker can attack without access to settings or iles. User interaction is labelled
none (N) because the attacker can exploit this vulnerability without user interaction. Since the vulnerability can
impact resources beyond the authorization privileges, e.g., turning on the light or opening the door, its scope
is changed (C). Conidentiality is none (N) because There is no loss of conidentiality within the vulnerability.
Integrity is labelled high (H) because of a complete loss of protection. Since there is no impact on availability, this
property is labelled as none (N). Finally, having the above approximation, the base score for this vulnerability is
calculated using the CVSS base score calculator [? ].

5 RELATED PROBLEMS FOR IOT SECURITY PROFILING

The existence of an increasing number of IoT devices creates a challenge for network administrators and industries
in identifying and monitoring the heterogeneous IoT environment at the same time. It creates a point of intrusion
for hackers.
IT administrators should be able to quickly identify what IoT devices are connected or trying to connect to

their network. Hospitals, homes, cities, farms, and campuses would be equipped with vast numbers of IoT devices.
It is essential for the operators of such an environment to monitor, control, and maintain IoT devices based on
their network behaviour and to have visibility of all IoT assets; whether they are functioning or not, to ensure
they are safe from cyber threats.
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Table 3. All list of possible vulnerabilities of diferent IoT devices along with their properties.

Device IDs Citation Type Vec. Comp. Pri. UserInt. Scope Conf. Int. Avail. Comm.
Amazon Echo V-1 5.3 MEDIUM S A H N N U N H N Wi-Fi

V-2 3.3 LOW S L L N R U L N N Wi-Fi
V-3 6.8 MEDIUM S A H N N U H H N Wi-Fi

Amazon Alexa V-4 5.9 MEDIUM H L H N N C N H N Wi-Fi
V-5 8.9 HIGH H N H N N C L H H Wi-Fi
V-6 6.8 MEDIUM S N H N R U H H N Wi-Fi
V-7 5.9 MEDIUM S N H N R U H L N Wi-Fi

Apple Siri V-4 5.9 MEDIUM H L H N N C N H N Wi-Fi
V-5 8.9 HIGH H N H N N C L H H Wi-Fi

Amazon FireTV Cube V-4 5.9 MEDIUM H L H N N C N H N Wi-Fi
Google Home (Google Assitant) V-5 8.9 HIGH H N H N N C L H H Wi-Fi
dbell Wi-Fi Smart Video Doorbell DB01-S Gen 1 V-8 9.8 CRITICAL S N L N N U H H H Wi-Fi
Amazon’s Ring Doorbell Camera V-9 9.3 CRITICAL S N L N N C H H N Wi-Fi
August Door Lock V-10 6.8 MEDIUM S N H N R U H H N Wi-Fi
August Doorbell Cam and Cam pro V-11 5.9 MEDIUM S A H N N U N H N Wi-Fi
Belkin Wemo Insight Smart Plug V-12 10 CRITICAL S N L N N C H H H Wi-Fi
Belkin Wemo Enabled Crock-Pot V-13 9.8 CRITICAL S N L N N U H H H Wi-Fi
Belkin N750 V-14 V-15 9.8 CRITICAL S N L N N U H H H Wired

V-16 7.5 HIGH S N L N N U N H N Wired
Belkin WeMo V-17 5.9 MEDIUM S N H N N U H N N Wired

V-18 8.7 HIGH S N H N N C H H N Wired
V-19 8.0 HIGH S A H N R C H N H Wired
V-20 8.0 HIGH S A H N R C N H H Wired
V-21 8.1 HIGH H N H N N U H H H Wired

Belkin N600 Db Wi-i Dual-band N V-22 8.6 HIGH S N L N N C N H N Wired
+ Router F9k1102 Firmware V-23 9.8 CRITICAL S N L N N U H H H Wired

V-24 V-25 8.8 HIGH S N L N R U H H H Wired
Wemo Switch, Motion Sensor, Insight, Light V-26 V-27
Switch, Dimmer, Switch Mini, Link, V-28 V-29 5.3 MEDIUM S A H N N U H H N Wi-Fi
Slow Cooker, Humidiier, Cofee Maker, Heater, Net-
cam HD+

V-30 V-31

Honeywell Performance Series NVRS V-32 5.3 MEDIUM S N L N N U L N N Wi-Fi
V-33 8.1 HIGH S N H N N U H H H Wi-Fi

Honeywell Intermec PM Series Smart Printers V-34 8.8 HIGH S L L L N C H H H Wired
Honeywell Midas Gas Detectors V-35 9.0 CRITICAL S N H N N C H H H Wi-Fi
Honeywell Tuxedo Touch V-36 5.8 MEDIUM S A H N R C L L L Wi-Fi

V-37 5.0 MEDIUM S N H N R U L L L Wi-Fi
LG SmartThinQ Mobile App V-38 6.8 MEDIUM S N H N N C N N H Wi-Fi
Netatmo Indoor Camera V-39 6.7 MEDIUM S L L H N U H H H Wi-Fi
Nest Cam IQ indoor V-40 9.0 CRITICAL S N H N N C H H H Wi-Fi

V-41 7.5 HIGH S N L N N U N N H Wi-Fi
V-42 5.3 MEDIUM S N L N N U L N N Wi-Fi
V-43 V-44 7.5 HIGH S N L N N U N N H Wi-Fi
V-45 V-46 8.8 HIGH S N L N R U H H H Wi-Fi
V-47 7.5 HIGH S N L N N U H N N Wi-Fi

Nest Thermostat V-48 6.8 MEDIUM H P H N N C N H H
Philips Hue Light Hue 2.1 V-49 7.9 HIGH S A H N R C H H H Zigbee
Samsung SmartThings Hub V-52 V-53 V-58 V-60 8.8 HIGH S N L L N U H H H Zigbee

V-50 V-57 V-59 V-61-V-
63 V-67 V-69 V-70

9.9 CRITICAL S N L L N C H H H Zigbee

V-64 8.2 HIGH S L L H N C H H H Zigbee
V-65 V-66 8.6 HIGH S N L N N C N H N Zigbee
V-68 7.5 HIGH S N L N N U N H N Zigbee
V-71 5.9 MEDIUM S L L L N U N N H Zigbee
V-72 5.9 MEDIUM S N H N N U H N N Zigbee

Sonos Wireless Speaker V-73 9.6 CRITICAL S N L N R C H H H Wi-Fi
Arlo Wireless Security Camera V-74 V-75 V-76 9.8 CRITICAL S N L N N U H H H Wi-Fi

V-77 8.1 HIGH S N H N N U H H H Wi-Fi
Arlo Camera VMC3040, VMC3040S V-78 6.8 MEDIUM S A H N N U H H N Wi-Fi
and ABC1000 V-79 V-80 V-81 V-82 5.3 MEDIUM S A H N N U N H N Wi-Fi

V-83 8.1 HIGH S A L N N U H H N Wi-Fi
V-84 V-85 6.8 MEDIUM S A H N N U H H N Wi-Fi
V-86 V-87 5.3 MEDIUM S A H N N U N H N Wi-Fi

Trifo Ironpie M6 Smart Vacuum V-88 7.4 HIGH S N H N N U H N H Wi-Fi
Dongguan Diqee Camera Robotic V-89 7.5 HIGH S N H L N U H H H Wi-Fi
Vacuum Cleaner V-90 7.8 HIGH S L L L N U H H H Wi-Fi
Samsung’s Smart TV V-91 5.3 MEDIUM S N H N R U H N N Wi-Fi
Vera Smart Home Controller V-92 8.1 HIGH S N L L N U H N N Wi-Fi
Wink V-93 9.8 CRITICAL S N L N N U H H H Wi-Fi
Amazon Kindle 8th Generation E-Reader V-94 6.8 MEDIUM S A H N N U H H N Wi-Fi

V-26 5.3 MEDIUM S A H N N U N H N Wi-Fi
V-102 8.6 HIGH X X X X X X X X X X

Blipcare Blood Pressure Monitor V-95 5.9 MEDIUM S N H N N U H N N BLE
V-96 6.5 MEDIUM S A L N N U N N H BLE
V-97 7.1 HIGH S A L N N U H L N BLE

FitBit Charge 2 V-98 6.5 MEDIUM S A L N N U H N N BLE
PSI GridConnect GmbH V-99 8.8 HIGH S N L L N U H H H Wi-Fi
Impinj Speedway Connect R420 V-100 5.4 MEDIUM S N L L R C L L N Zigbee
RFID Reader V-101 4.3 MEDIUM S N L N R U N L N Zigbee
Arduino V-102 6.5 MEDIUM H A L N N U N H N Wired
The properties of each vulnerability are their type, attack vector(Vec.), attack complexity (Comp.), the privilege required (Pri.), user interaction (UserInt.), Scope, conidentiality

(Conf.), integrity (Int.), availability (Avail.), and communication type (Comm.)

5.1 Device Type Detection

One of the fundamental problems in IoT proiling is device type detection, where the type of IoT device connected
to the network is identiied. For example, the model would determine that type X of vendor Y’s IoT device
is connected to the underlying network. Identifying the type of IoT device is very valuable in managing and
applying security and privacy mechanisms, e.g., a camera should be treated diferently than a itness tracker,
utilizing diferent security proiles for monitoring and securing the respective devices.
Bruhadeshwar et al. [25] proposed a ingerprinting based framework to recognize the device type using

the network activity of devices such as protocols used, set of observed commands, response sequence. Their
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ingerprinting approach generates a behavioural proile of device type. It collects incoming and outgoing network
traic, extracts features of interest using statistical tools, aggregates the features, and considers it a reference for
device type identiication. This approach allows monitoring device behavior throughout its lifetime.
In [95], authors proposed a mechanism named IOT SENTINEL, which is able to recognize the types of IoT

devices linked to the network automatically and create rules to prevent communications from compromised
devices in order to reduce the harm caused by their compromise. This is achieved by monitoring the traic low
of compromised devices using an SDN system to secure other network devices and avoid data leakage. Most
IoT users do not have the opportunity or desire to upgrade their IoT system software. Users may also forget to
disconnect devices no longer in use in larger IoT networks. In this case, the security gateway is an SDN-based
traic monitoring unit operating as a gateway router. Devices are connected either by Wi-Fi or Ethernet links to
the security gateway, where all devices’ actions are monitored and proiled by generating a speciic ingerprint
for each device. Then, the devices’ ingerprints are sent to the IoT security service unit to identify and evaluate
them. This unit returns an isolation level based on this analysis to be imposed on the system by the security
gateway. The beneit of their approach is that it contains a set of trained classiiers that each of them had been
trained to detect a speciic type of device. Once a new device is introduced to the network, a new classiier is
trained without changing existing classiiers, preventing an expensive relearning process.

Their dataset of 540 ingerprints was collected from 27 IoT devices in the smart home environment, extracting
23 features from the traic low. They have used nine machine learning classiiers, where RF performed best with
over 95% accuracy. However, consider devices utilizing other communication channels, such as Bluetooth or LTE.
In these cases, the security gateway cannot recognize it, and their method cannot identify devices from the same
vendor.

In [91], they utilize diferent ML algorithms for network traic data. Nine diferent IoT devices were utilized for
gather and labeling network traic data. A multi-stage meta classiier is employed by using supervised learning
implemented on a stream of sessions emanating from a particular device (i.e., a speciic IP address) to decide if
the traic relates to a smartphone, a PC, or a recognized IoT device. The multi-stage meta classiier discriminates
between non-IoT and IoT generated traic in the irst stage. Next, the classiier detects device type by associating
a speciic class to each particular device type. The accuracy of the proposed model is 99.281.%. To the best of their
knowledge at the time, they were the irst to implement machine learning on network traic of IoT devices. The
result of their work efectively proved that IoT devices can be classiied by the characteristics of their generated
network traic.
However, any given IoT device can have varying network traic in response to user interactions, making it

diicult to classify the traic into a ixed pattern. There is a need for automatic cross-device classiication in a
real-world setting, as training the model every time a new device is connected is time-consuming and challenging.
To supplement this need, [16] proposes an automated classiication method to classify unseen and new devices
through certain network traic attributes produced by IoT devices. Their main contributions are introducing
a centralized structure for automatic IoT device analysis, as well as producing a method for deriving invariant
dependencies within the devices. To do this, the authors propose an LSTM-CNN cascade model to organize the
devices by obtaining their traic features. To classify unknown IoT devices automatically as per their functions
into categories, they used the network traic time-dependencies. Their methodology is comprised of three main
components.

• pre-processing for network traic: when an IoT device joins the network, it automatically create in-and-out
traic based on speciic application settings. Most of the generated traic utilizes TCP/IP protocols. This
traic is classiied as time-series data, including valuable knowledge regarding user devices, network status,
and habits. This traic can be captured using Wireshark or Tcpdump.

ACM Trans. Internet Things



A Survey on IoT Profiling, Fingerprinting, and Identification • 17

• Segmentation and feature extraction: Since the IoT device produces a considerable traic volume, seg-
mentation is necessary. They have segmented the traic low into sub-traic lows of a ixed period T
(5 minutes). A considerable amount of features can be obtained from the diferent perspectives of the
segmented sub-lows. They divided the selected features into:
– Packet quantity features: Number of total packets, number of user-related- packets (TCP, UDP, HTTP),
number of access-control-packets (ICMP, ARP, DNS, NTP), and number of packets for protocols such as
DNS.

– Packet length Statistic features: Determine diferent information such as mean, maximum, sum, minimum,
and variance. These features can create an inluential feature from IoT traic low considering the vast
number of packets created and transmitted by IoT devices over the Internet.

– Protocol related features: The count of diferent types of protocol packets contained within a segment.
• Device type classiication: As previously stated, they use the cascading LSTM-CNN model. The input is
fed into the LSTM layers, and the results are in the shape of vectors. Their method joins the vectors and
creates a 2D vector, which is supplied to the convolutional layer. The output of the convolutional layer is
supplied into the max-pooling layer immediately. After max-pooling, data is reshaped to a vector, six of
the most distinctive features were chosen: the length of packets, the number of packets, average length of
the packets, maximum number of the packets, control packet numbers, and the peak and average of the
control packets. Their best accuracy is 80.1% and average accuracy of 74.8% after repeating the experiment
5 times. They have also compared diferent classiication techniques. The dataset they have used is from
the [123] with 15 devices belong to 4 categories.

Authors in [124] proposed a speciic method for analyzing the network traic produced by IoT devices to
distinguish their type and behaviour characteristics. The authors collected IoT traic traces from their experimental
smart campus, including over 20 IoT devices like lights, cameras, appliances, and health monitors for three weeks.
The captured traic is analyzed, and analytical characteristics such as burstiness, diferent data rates, and signalling
patterns build a machine learning classiier that could distinguish between IoT and non-IoT traic and detect
individual IoT devices with more than 95% accuracy.
Traic corresponding to diferent IoT devices are distinguished in signalling overheads (DNS, NTP, and

broadcast) and activity patterns (burstiness, traic rate, and idle duration). The classiication techniques learn
the behaviour of the devices and can classify them based on their dedicated proile. Tcpdump tool running on
OpenWrt [? ] was used to collect the LAN side traic. They have used the K-means algorithm to examine the
importance of diferent attributes via visualization. The RF algorithm with 10-fold cross-validation was applied to
achieve more than 97% accuracy in identifying IoT devices and accuracy of over 95% for other independent test
results. Therefore with a high probability, the algorithm can uniquely identify an IoT device.
The classiier is trained with the data collected for two weeks and tested with the third week’s data. Each

training instance has the following attributes: active volume, active time, sleep time, mean rate, packet size
average, number of protocols, amount of servers, DNS interval, unique DNS requests, NTP period, label, and
most common port to identify the speciic device.

In [141], a measurement framework has been developed to capture and characterize network traic produced by
IoT devices in an edge network from IP-spatial, temporal, and service dimensions, resulting in a multidimensional
activity proile. IoT devices’ behavioural proile is based on a broad range of their traic characteristics based on
three edge networks’ dimensions. The IP-spatial dimension analyzes host IP addresses, such as DNS and NTP
servers, then try to determine which IoT devices have communicated with each other. In the temporal dimension,
three unique traic patterns of the connected objects at the edge network are identiied. IoT devices usually
interact using a limited set of typical HTTP, NTP, and DNS applications because of their unique functionalities
in the cloud dimension. The framework investigates multi-dimensional behavioural ingerprints for IoT device
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groups, network security monitoring, and anomaly traic detection for many resource constraints of IoT devices
on the internet. It can identify unique and undiscovered IoT devices based on the created proiles. Furthermore,
programmable edge routers have continuously collected incoming and outgoing traic of IoT devices in distributed
networks. Each low record collects source and destination IP addresses, source, destination port numbers, protocol,
start and end timestamps of the session, byte count, and packet count.

5.2 Device Instance Detection

In device instance detection, speciic instances of IoT devices connected to the network are being identiied. That
means instances A and B of IoT devices of type X of vendor Y are identiied, e.g., two diferent instances of August
Doorbell Cam connected to the network can be diferentiated. Subsequently, unique security proiles should
screen their activity. Identifying IoT devices’ instance is extremely valuable in managing and applying security
and privacy mechanisms to a speciic device rather than all devices of that type.
In [49], authors examined a speciic IoT device type recognition problem by investigating a series of time-

stamped packets from high-level network traic. They have created a ingerprint proile for each white-listed
device using low-based features by utilizing supervisedmachine learningmethods. They have enforced some rules
for restraining the IoT device communication by the assigned privileges. In the next step, an individual instance
of the device with the same vendor, model, and unknown device types is recognized. Features are extracted from
a sequence of 20-21 network packets header and payload, which act as the main structure to observe the device
behaviour while connected to the Internet. They have created a ingerprint proile for every device. The proiles
are consist of 67 distinct features such as TCP payload data ofset, inter-arrival-time, ten highest magnitudes of
fast Fourier transform, packet rate, and TCP window size. They have used nine machine learning classiiers, in
which random forest (RF) with 100 estimators (RFC100) outperforms the other techniques with 90.3% accuracy.
However, similar to [95], if the device is connected to the network through other communication technologies
like Bluetooth, Zigbee, or LTE, their model will not work.
In [123], authors develop a structure for IoT device categorization, utilizing network traic. The primary

objective is to create a machine learning framework to recognize and classify IoT devices’ baseline behaviour
based on diferent network characteristics. They have instrumented a smart environment consist of twenty-eight
IoT devices, including motion sensors, digital cameras, plugs, smart lights, and healthcare-related monitoring
devices. Next, they have captured the traic trails for six months and publicly released a subset of this traic for
the research community. They then calculated some statistical attributes such as port numbers and activity cycles
to present an insight into the non-IoT and IoT generated network traic. Their work resulted in the development
of a multi-criteria machine learning-based classiication method to identify the speciic type of IoT devices based
on their traic behaviour with over 99% precision.
They have deined the activity pattern of IoT devices based on the properties of their network activity. Four

key attributes are taken into consideration: device sleep time (i.e., The period during which there is no active
low of the IoT device), low volume (i.e., the sum total of download and upload bytes), low duration (i.e., the
time between the irst and the last packet in a low) and average low rate (i.e., low volume divided by the low
duration). The traic trace is collected for a period of 26 weeks. A small amount of data per low seems to be
shared by each IoT device. In the application layer protocol:

(1) Port numbers: IoT devices communicate with a small set of ports, although non-IoT devices use a much
wider variety of services hence communicate with a big list of ports, e.g. 1000 port numbers. IoT devices
from a certain manufacturer share certain ports.

(2) DNS queries: IoT devices can be easily distinguished by the domain names they communicate and how
often this communication happens. Prominent domain names are shared between all IoT devices. At the
same time, non-IoT devices communicate with a large number of domains.
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(3) NTP queries: precise and veriiable timing is important for IoT operation hence most IoT devices use NTP
protocol.

(4) Cipher suites: numerous IoT devices use TLS/SSL protocol by negotiating a security algorithm with the
servers by sending a žClient Hellož packet with a list of žCipher suitesž. This cipher suits signals deliver a
unique signature for each IoT device.

They have used the following eight key attributes: device sleep time (Single-valued), low duration, low volume,
average low rate, NTP queries, DNS queries, cipher suites (Nominal attributes multi-valued) and server port
numbers. The three multi-valued attributes are fed into stage-0 Naive Bayes multinomial classiier. This classiier’s
output, along with the ive single-valued attributes, is fed into stage-1 RF classiier. The overall performance
reported here is 99.8%.
Lastly, the authors have also discussed the advantage and disadvantages of choosing between speed, per-

formance, and cost in implementing the model in real-time. For instance, real-time extraction of features such
as domain names or cipher suite strings requires packet inspection. This incurs a high extraction cost and is
detrimental to computing speed, but signiicantly beneits their precision. In contrast, utilizing low-cost extraction
features is beneicial to speed, but lowers their accuracy to 97.85%. Their model’s limitation is they have used a
multi-stage classiier that could degrade the performance in a practical environment, but with some improvements,
this framework has the potential to identify anomalous system activity.

5.3 Unseen Device Detection

Unseen device detection methods help discover the new devices connected to the organization’s network that
were not included in the training data. In [26], the authors suggested an automated proiling method focused
on a semantic interpretation of technical information that does not require physical access to the device. It
also preserves the privacy-sensitive features of current and future IoT devices. To extract the semantic features,
they have used direct and indirect resources (mobile application of IoT device, certiication registries, vendor
documentation, user manuals, online information irmware updates) to extract information about the IoT device.
Once the information is extracted from those sources, they use related criteria sets to recognize and reveal
the security-sensitive capabilities of IoT devices and proile their functionality. Their method consists of two
stages, deined as the Discovery Stage and the Proiling Stage. First, they automate the collection of various
information sources in the Discovery Stage, then build a criteria set in the Proiling Stage. The criteria set is built
from information incuding, but not limited to, feature changelogs, irmware updates, and companion application
information. The authors provide two case studies, one on the Garmin Forerunner 230, and one on the Amazon
Echo Dot V2.

In [131], a decentralized approach to ingerprinting, i.e., DEFT, is deined, which is diferent from the current
approaches. In the ISP network, the DEFT control logic exists and manages a series of IoT device ingerprinting
gateways. The controller performs the training and provides models to the gateways; irst, the session data is
collected and the potential features are extracted at the gateways, then the provided models are applied to separate
the traic of the session at some speciic time interval. The low probability sessions are used for retraining and
error correction. In their proposed framework, a total of 111 features are clustered to generate a ingerprint for a
category of IoT devices and detect unknown devices. They have achieved 70% accuracy for unknown devices and
97% for known devices.

5.4 Anomaly Detection

Potential anomalous attacks of the IoT devices can be detected using IoT proiling; the moment a speciic device
violates the baseline proile, it is quarantined for further monitoring. In [113], the authors have detected variations
from the valid communication performance, especially on the physical layer, by monitoring and proiling radio
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signal strength indication (RSSI) and ailiated wireless transmission of connected objects. They concentrate
on identifying attacks possible in smart homes, with the purpose of determining device mode in the following
situations: unused wireless technology, anomalous location, an unusual usage pattern, and the unusual period of
the day. A Neural Network Machine Learning algorithm is used to diferentiate between valid and suspicious
communication. However, this approach and the other approaches that aim to proile devices based on physical
features sufer from environmental noise.
By analyzing the connections created by a device, a user proiling technique has been proposed in [131]. A

behavioural proile is developed to ingerprint the device. N connections are considered for feature generation,
which share the same destination, same source, and the same service. They gather statistical features for all
connections like destination and source IP addresses, destination and source ports, connection duration, the total
number of IP addresses, and so on. They extract counters for counting the instances of used protocols such as
TCP, IP, UDP, NTP, ARP, ICMP, LLC, EAPoL, HTTP, HTTPS, FTP, DNS, DHCP. They have also extracted protocol
ields such as SYN, Router Alert, Padding, Urgent, REJ, etc. For diferent types of attacks, an accuracy of 74 to
99% is achieved using a c-means clustering algorithm for data categorization and detecting an anomaly. The
anomalous activity can be detected either by IoT device traic monitoring or by authentication.

5.4.1 Trafic Monitoring. Traic monitoring is another advantage obtained using proiling. In [120], the authors
propose IoTScanner, which passively tracks the network traic at layer two (link layer) and analyzes this traic
during special observation timewindows using frame header information. Their primary purpose is to diferentiate
between active IP cameras and other non-camera equipment as per discerned traic patterns within the time
window of captured traic. A downside of this method is that two types of devices can be classiied as two distinct
types of devices due to the traic-produced changes through the traic acquisition time period. For network
visualization, this approach is helpful at a high level, but doing this analysis routinely can be tedious.

5.4.2 Authentication. Two adversarial threats are considered in [118]: (a) adversaries that can mimic addresses of
the device, encryption keys, and type of data transmitted, and (b) replicate the object software, such as the object’s
network address and security keys. They have cloned the device-centric data like signal strength, transmission
speed, humidity, temperature, and processing speed. Ambient changes related to the environment surrounding IoT
entities are the features that can not be reproduced by attackers, for example, changes in humidity, temperature,
wind, or any physical modiications that afect IoT devices. Based on the above observations, the authors design
a ingerprinting methodology that utilizes a three-tiered domain’s characteristics and models the ingerprint.
First, the object level characteristics are clock skew, memory usage, CPU load, and the object’s surrounding
temperature. Second, signal spectral characteristics, signal strength, and packet arrival times are the features
that are received by the monitoring objects. The third tier of characteristics is obtained on the IoT server-side.
These characteristics are measured by the traic properties of objects and the received packet frequency. The
authors use these features to construct a training ingerprint for a given entity and to quantify similarity using
the Bhattacharya distance [58]. They measured the environment’s efect on the ingerprint using a linear noise
model that rotates and converts the ingerprint.
Each IoT device’s special neighbourhood is considered for calculating the noise metrics, and those objects

referenced ingerprint and singular value decomposition are used to solve two transformation metrics. Similarities
are computed using reverse transformation to the estimate ingerprint and validated using 25 RFID tags. This
approach incorporates both behavioural and non-behavioural proiling as well as environmental impact assess-
ment. While promising, many devices require remote device ingerprinting, which does not allow evaluating
features at the object-level as deined in this work. Moreover, this approach puts overhead in the calculation of a
sample proile during testing. The ingerprinting tools will need to provide a thorough knowledge of the object’s
neighbourhood in order for this approach to be efective.
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Table 4. Papers Discussed in Section 5, Classified by Detection Type

Category References

Device Type [25], [95], [91], [16], [124], [141], [49], [123], [131], [113]
Device Instance [49], [123]
Unseen Device [49], [26], [131]
Anomaly [141], [113], [120], [118], [58]

6 FEATURES EXTRACTION FOR IOT SECURITY PROFILING

Feature extraction is an essential component of any proiling system. In IoT proiling, the IoT devices’ behaviour
is modelled using eicient features extracted from the device’s network traic. It means that network traic
lowing into and out of the device and extracting efective features are important elements for monitoring
the devices’ behaviour via proiling. In this section, we propose a list of possible features that are useful to
train a machine learning model for diferent types of detection, such as selecting similar device types, unseen
device detection, anomaly detection, etc. A minimal subset of the features that could classify the IoT device
with an eicient performance should be selected to track IoT devices connected to our network and observe
their operation[117][91][25][49][95]. The number of features should be as minimal as possible, and performance
should be high. However, IoT devices are usually very conservative in generating network traic data; they do
not make much traic. So, features like payload lengths, TCP window size, and entropy are very speciic to the
type of IoT device and are statistically signiicant in proiling and generating a unique ingerprinting for each
device [25].

Table 5 shows a detailed list of features with descriptions used in IoT proiling related problems. Problem type
refers to what speciic type of problem can be solved using the respective feature. The level of practicality refers
to how the selected feature can contribute to model the IoT proiling. It can be high, medium, or low. The level of
eiciency refers to the complexity/eforts required to extract the feature. It could be high, medium, or low, where
high means that features could be extracted with less amount of complexity/efort.

We have categorized the features used in IoT proiling related problems into the following categories:

• Size related features: present important information about the processing speed and memory capacity of
the IoT devices. The practicality is usually high with high eiciency for most of the size-related features.
Deciding on which speciic size-related features to use for the proiling is usually device-centric and difers
as per device nature. e.g. a smart TV can be easily diferentiated from a doorbell using size-related features.

• Service related features: list important information about what speciic services the IoT device can
perform. The practicality is usually high with medium eiciency for most of the service-related features,
deciding which speciic service-related features to use for proiling are also device-centric. e.g. a smart TV
and a security camera can be diferentiated if we add service-related features to our features vector. We
can’t surely diferentiate them using only size-related features.

• Time related features: give important information about the timing and synchronization of the IoT
device. Some IoT devices are more active at a speciic time and less active at some other time. Time-related
features can also hint at the processing speed of the IoT device.

• Statistical features: take a leading role in the proiling of IoT devices. Most IoT devices are expected to
occasionally send a small amount of data with a short active time and long sleep time. Several packets of
varying lengths are included in the segmented sub-traic low. Therefore, it is important to investigate
these packet lengths’ statistics to proile IoT devices into diferent types. For example, authors in [16]
extracted statistics features such as minimum, maximum, sum, mean, variance, standard deviation, kurtosis,
and skewness to proile IoT devices. Similarly, authors in [123] proposed a method that utilizes some
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other statistical attributes, including port numbers, activity cycles, cipher suites, and signalling patterns, to
understand the underlying network traic properties of IoT devices [123].

• Communications protocol: play an important role in identifying and classifying IoT devices. IoT devices
are using diferent communication protocols to communicate with each other. However, some IoT devices
are using specialized protocols to communicate. Network traic frame header information at the link layer
is passively observed and analyzed during speciic observation time windows[120]. The four well-known
protocol layers are used to proile IoT devices [25, 95], namely Application Layer Protocols, Transport
Layer Protocols, Network Layer Protocols, and Link Layer Protocols.

• Wireless Communication Standard/Wireless Transmission Technology:

With the growth of wireless network sizes and complexities, an appropriate tool is required to proile IoT
devices. Often, vendors of the IoT devices will sell their application gateway with an integrated access
point, which can hide the underlying communication protocol to a certain degree from the device owner.
Despite the advantages of wireless communication such as accessibility, lexibility, and usability, there are
security concerns like privacy and controllability in this kind of environment [121]. Most IoT devices are
using Wi-Fi, Zigbee, and Bluetooth wireless communication standards. For example, Internet access can
happen via Wi-Fi communication, and personalized health monitoring devices in the healthcare domain
can use Bluetooth, electronic gadgets in a smart home (e.i. smart lighting) can use Zigbee communication.
The source and destination addresses, frame type and sub-type, SSIDs present are some examples of useful
information that relies on wireless communication. Since parsing Zigbee, Bluetooth LE, and Wi-Fi frames
are signiicantly diferent from each other; it is necessary to be treated on a protocol by protocol basis
to extract this relevant information from these frames for targeted analytics [120]. However, there is no
straightforward way or any properties to show which protocol is used by a device; understanding the
type of protocols used by devices primarily depends on the devices’ usage or their energy consumption
behaviour.
– Wi-Fi-Frame: It is the predominant mode of communication for IoT devices. Wi-Fi frame features are
very eicient in proiling IoT devices. The IoT devices accessing the Internet mainly use Wi-Fi. To capture
a Wi-Fi frame, we can use the TP-Link TL-WN722N adapter [? ].

– Bluetooth-Frame: The presence of Bluetooth is increasing in IoT devices, especially in the healthcare
domain; for example, most on-body/wearable IoT devices such as smartwatches and blood pressure
monitors utilize Bluetooth to communicate. In this case, we can use Ubertooth One [? ] as an open-source
monitoring tool for capturing Bluetooth frames.

– Zigbee-Frame:Most smart home appliances and gadgets use Zigbee frames to communicate, e.g. Philips
Hue lighting system. Hence, Zigbee frame-based features can play an important role in IoT proiling
to diferentiate and proile those devices from other devices. To capture the Zigbee frame, we can use
RZUSBstick [? ].

7 MACHINE LEARNING METHODS IN IOT PROFILING

The enormous scale and heterogeneous structure of IoT would intensify conventional attacks on the network
and open an entry point to the organization’s network. Machine learning has been extensively used for the
classiication of traic and detection of intrusion. Researchers [82, 136] have used machine learning to classify
the network traic to identify the services used on the source computers; for example, Sun et al. [130] utilized
transfer learning approaches with promising results to classify the network traic. In addition, many researchers
have also used machine learning for detecting malicious and benign traic and for automatically detecting and
identifying device behaviour [5, 27, 135].
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Table 5. List of Features with properties used in IoT profiling related problems.

Category Feature Name Description Problem Type PracticalityEiciency

Si
ze

R
el
at
ed

Fe
at
u
re
s

IP packet size (length) Entire packet size in bytes including IP header embeded protocol headers and data. 16-bit ield. [25, 49, 91, 95, 124] DTD, DID High High
TCP Payload size (length) The carrying capacity of a packet.[25, 49] DTD, DID High Medium
TCP window size The maximum number of bytes that can be sent at any point. (Memory capacity and processing speed of IoT device).[25, 49] DTD, DID High Medium
Traic Volume A measure of the total work done by a resource over a period of time.Traic volume = Traic intensity × time.[123] DID Medium Low
Traic rate Amount of data moving across a network at a given point of time.[123] DID Medium Medium
Payload Entropy Entropy is a measure of disorder. A larger entropy value shows more variety of data sizes being transferred.[25] DTD Medium Medium
Ethernet Frame size The frame size of a standard Ethernet frame is the sum of the Ethernet header, the payload, and the frame check sequence

(FCS) ield.
DTD Medium Medium

IP Header size Size of IPV4 header (IHL).[49] DID High High
TCP Payload data ofset Data ofset gives data start information to the upper network layers.[49] DID Medium High
Number of IP destinations Number of destination IP addresses accessed by the IoT device [49, 95] DTD, DID High Medium
Packet Rate Number of incoming and outgoing packets per second.[49] DID High Medium
Flow Volume Sum total of download and upload bytes.[123] DID High Medium
Active Volume The time slot when IoT session is active (IoT activity lifespan) [124] DTD High Medium
Number of servers Number of servers accessed by the IoT device.[124] DTD High Medium
Protocol count Number of protocols used by the device.[16, 124, 131] DTD, UDD, AD High Medium
Byte Count Number of Bytes sent and received by the device.[16] DTD High Medium
Packet Count (DNS, ARP,
NTP)

Number of DNS, ARP, NTP packets sent and received by the device.[16] DTD High Medium

Number of total Packets Total number of packets.[16] DTD Medium Medium
Total number of IP address Total number of IP addresses accesed by thedevice.[131] UDD, AD High Medium

Se
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e
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Source IP address Source IP address of the IoT Device. [91, 141] DTD High Low
Destination IP address Destination IP address of the IoT Device. [91, 131, 141] DTD, UDD, AD High Low
Protocol (L3, L4, L7) Protcols used in layerr 3, 4 and 5.[25, 91, 95, 123, 141] DTD High Low
Source Port Source Port of the device.[49, 91, 95, 131, 141] DTD, DID, UDD,

AD
High Low

Destination Port Destination Port of the device.[49, 91, 95, 131, 141] DTD, DID, UDD High Low
DNS Queries(Request) A DNS Query is a request for information sent from a DNS Client to a DNS Server. [123, 124] DTD High Medium
NTP Queries NTP communication consists of time requests and control queries. Time requests provide the standard client/server

relationship in which a client requests time synchronization from an NTP server.[123]
DID High Medium

Router Alert Used to inform a router that the current IP packet has some peculiarities that should be studied before it is forwarded on.
[25, 95]

DTD Low High

Raw Data Data that has not been processed for use [95] DTD Low Low
Cipher Suites A cipher suite is a set of algorithms that help secure a network connection that uses transport layer security (TLS) or secure

socket layer (SSL).[123]
DID High Low

Transmission speed The rate at which data are moved across a communications channel [118] A Medium Medium
Signal Strength Transmitter power output of IoT device as received by a reference antenna at a distance from the transmitting antenna.[118] A Low Low
processing speed Processing speed is a measure of the time required to respond to and/or process information by the IoT device.[118] A Medium Low
Operating temperature The temperature under which IoT device can operate normally.[118] A Low Low
humidity The humidity under which IoT device can operate normally.[118] A Low Low
Received Packets The number of packets received by IoT device. [16] DTD Medium Medium
Server Port Numbers The sever port number being access by IoT device [123] DID High Medium
Transmited Packets The number of packets sent by IoT device.[16] DTD Medium Medium

T
im

e
R
el
at
ed

Fe
at
u
re
s Flow duration Time between the irst and last packet in a low [123] DID High Medium

TTL for TCP andUDP packets time to live (TTL) or hop limit is the lifespan or lifetime of a packet. [49] DID Medium High
Inter arrival time The time between the start of two packets.[124] DTD High Medium
Device Sleep Time Time over which IoT device has no active low [123, 124] DTD High Medium
Active time The amount of traic being exchanged by IoT session.[124] DTD High Medium
DNS interval Time slot between two DNS Queries.[124] DTD High Medium
NTP interval Time slot between two NTP Queries.[124] DTD High Medium
Session start timestamp Starting time of the session.[141] DTD High Medium
Session end timestamp Finishing time of the session [141] DTD Low Medium

W
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W
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Fi

Type Indicates whether the frame is a Management, Control or Data frame (Two bit ield).[120] TM Low High
Sub-Type Describe the detail of the frame type (4 bit ield) [120] TM High High
Length Length of the frame [120] TM High Medium
MAC Address MAC address of the device generated the frame [120] TM High Low
SSID The number of access points seen in the environment.[120] TM High Medium

B
lu
to
ot
h

Type Type of packet. There are 12 types of packets for each SCO and ACL physical links, and four types of common control
packets for both.[120]

TM High High

Length Length of the frame [120] TM High Medium
MAC Address Type (Random) BLE adds the ability to periodically change the address it could static and private [120] TM High Medium
MAC Address Type (Public) This is the standard, IEEE-assigned 48-bit universal LAN MAC address which must be obtained from the IEEE Registration

Authority [120]
TM High Medium

MAC Address A Bluetooth address sometimes referred to as a Bluetooth MAC address, is a 48-bit value that uniquely identiies a Bluetooth
device [120]

TM High High

Node Local Name Local Node for the Bluetooth .[120] TM High Medium

Z
ig
be
e

Type Type of the frame .[120] TM High High
Length Length of the frame .[120] TM High Medium
PAN ID Unique ID for Zigbee frame .[120] TM High Medium
Addresses Address for the Zigbee frame.[120] TM High Low

C
om
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n
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ro
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lF
ea
tu
re
s L
in
k ARP The address resolution protocol (arp) is used by the Internet Protocol (IP) to map IP network addresses to the hardware

addresses.[95]
DTD Medium High

LLC logical link control (LLC) sub-layer deals with addressing and multiplexing. [95] DTD Medium High

N
et
w
or
k IP Internet Protocol is the principal communications protocol for transmitting datagrams across the network.[25, 95] DTD High High

ICMP The Internet Control Message Protocol used to diagnose network communication issues.[25, 95] DTD High High
ICMPv6 ICMP for IPv6 [25, 95] DTD Medium High
EAPoL extensible authentication protocol (EAP) over LAN is a network port authentication protocol.[25, 95] DTD Low High

Tran- TCP The transmission control protocol is used to connect network devices to the Internet (Connection-Oriented). DTD High High
sport UDP User Datagram Protocol is used for establishing low-latency and loss-tolerating connections (Connection less). DTD High High

A
pp

li
ca
ti
on

HTTP Hypertext transfer protocol is used to deliver data on the world wide web (WWW). DTD High High
HTTPS Secure version of HTTP.[25, 95] DTD High High
DHCP Dynamic Host Coniguration Protocol used to automate the process of coniguring devices on IP networks (Dynamic

coniguration).[25, 95]
DTD Medium High

BOOTP The Bootstrap Protocol is used to automatically assign an IP address to network devices from a coniguration server (Static
coniguration). [25, 95]

DTD Low Medium

SSDP The Simple Service Discovery Protocol used for advertisement and discovery of network services.[25, 95] DTD Low Medium
DNS The domain name services translate domain names into IP Addresses.[25, 95] DTD Medium High
MDNS Multicast DNS protocol resolves hostnames to IP addresses within small networks that do not include a local name

server.[25, 95]
DTD Low High

NTP The Network Time Protocol used for clock synchronization [25, 95] DTD Medium High

St
at
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s

Flow size A sequence of packets from a source to a destination DTD Medium High
Minimum Minimum packet in a low [49] DID High Low
Maximum Maximum packet in a low [49] DID Medium Low
Standard deviation How spread out the packets are in a low [16] DTD Medium Low
Sum Aggregate of the data [16] DTD Medium Low
irst quartile The middle number that falls between the smallest value of the data set and the median.[49] DID Medium Medium
Median The median of dataset [49] DID Medium Low
third quartile The central point that lies between the median and the highest number of distribution.[49] DID Medium Medium
Mean The average of the numbers.[49] DID Medium High
Variance The measurement of the spread between numbers in a data set [49] DID Medium Medium
Skewness Skewness is the degree of distortion from the symmetrical bell curve in a probability distribution.[16] DTD Medium low
Kurtosis Kurtosis is a measure of whether the data are heavy-tailed or light-tailed relative to a normal distribution. [16] DTD Medium Low
inter-quartile the amount of spread in the middle 50% of a dataset.[49] DID Medium Low
fast Fourier transform (FFT) A mathematical method for transforming a function of time into a function of frequency (from the time domain to the

frequency domain).[49]
DID Medium Low

User Packet #. (TCP, UDP,
HTTP)

Include user data and device server communication packets.[16] DTD Medium Low

User Packet Length Avg. Average length of the use packet [16] DTD Medium Low
User Packet Length Peak Maximum value for the user packet length [16] DTD Medium Medium
Control Packet #. (ICMP, ARP,
DNS, NTP)

Are supporting functional protocol packets such as ICMP, ARP, DNS, and NTP packets. [16] DTD Medium Medium

Control Packet Avg. Average of the control packet [16] DTD Medium Medium
Control Packet Peak Maximum value of the control packet [16] DTD Medium Medium
Average Flow Rate Flow volume divided by Flow duration.[123] DID High Medium
Interval between low the time window between two lows.[124] DTD Medium Medium
Average Packet size The average size of the package of an IoT session.[124] DTD High Medium
Mean rate The average rate .[124] DTD Low Medium
Peak to mean ratio The ratio of average and peak .[124] DTD High Low
Most frequent port number Port number that is most frequently accessed by the IoT device.[124] DTD High Low

Problem type can be device type detection (DTD), device instance detection(DID), unseen device detection (UDD), anomaly detection (AD), traic monitoring (TM), authentication (A).
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Table 6. Overview of Previous Machine Learning approaches

Reference ML Classiier Behaviour Based (B) /
Statistical Based (S)

Device Type (T) /
Unique Instance (U)

Header Information
(H) / Flow Information
(F)

Prediction Accuracy
(%)

Number of Devices in Dataset

[25] GB B T H 86.00 - 99.00 14
[49] RFC (100) S U H+F 90.00 27
[117] RF B T H 99.90 4
[95] RF B T H 95.00 27
[91] Multiple S T F 99.28 9
[16] LSTM + CNN S T F 74.80 - 80.01 15
[123] NBMC + RF S U F 99.80 28
[124] RF B + S T F 97.00 21
[28] LSIF B T F 90.00 111
[118] Transfer Learning B + S T Environment that sur-

rounds IoT
90.00 25 RFID Tags

[12] DT B + S T H + Payload 97.00 6
[114] RF B + S T H + Payload 97.00 7
[66] NN B + S U H + Payload 99.00 10
[82] RNN + CNN B T H + Payload 98.00 100
[56] CNN + RNN + DNN B + S T H 99.00 6

Since the proiling of IoT devices and IoT device identiication is a recent topic, many researchers have
used machine learning techniques for the proiling of IoT devices, and IoT device identiication in the network
[25, 49, 91, 95, 117, 123, 124, 141]. Using machine learning for proiling and identifying IoT devices has several
advantages in terms of performance and applicability. However, these approaches require feature engineering
methods like feature extraction, feature selection, and feature tunning. It could sometimes be expensive since the
latest methods need several sessions to detect unwanted IoT devices and traic. They also require a multi-stage
proiling model. It also requires large training data for training the classiier. One approach may be to recognize
authorized and unwanted IoT devices using a single session and a solution free of feature engineering overhead
and glitches that can be introduced during feature engineering.
Beside pure machine learning-based solutions, many approaches have combined statistical feature analysis

with behaviour features and feed the feature vector to the machine learning to identify IoT devices [12, 56, 124].
However, there are also drawbacks to statistical and behavioural features, including deining an efective feature
list and pre-processing them to feed into ML models, all of which entail considerable domain awareness. Table 6
shows an overview of previous research for proiling the IoT devices using machine learning techniques with
correspondence performance.
Experimental analysis by most research shows that the RF machine learning algorithm performs better than

the other algorithms in IoT device identiication. The RF proposed by [24] is a classiier composed of several
classiication trees. Each time, the RF uses a uniform probability to choose the possible splitting variables. They
compared hundreds of classiiers on 121 datasets in this analysis [134] and concluded that classiiers based on the
RF and the SVM are the best in terms of network traic classiications.

7.1 IoT Data Characteristics

IoT devices connect uniquely with a few server ports, and devices from the same provider also use these ports.
While in the case of non-IoT devices, a much wider range of services is used by the device (e.g. streaming content
on YouTube, browsing a website, etc.). Furthermore, IoT devices usually exchange a minimal volume of data per
low compared to non-IoT devices, with the majority of their communication occurring in short bursts during
user interaction. Otherwise, they periodically generate a small amount of activity (e.g. DNS, NTP). Overall, their
contribution to a network’s traic volume is relatively low in comparison to non-IoT.
As IoT devices are primarily designed for particular uses, the device accesses a limited number of domains

corresponding to their vendor-speciic end-point servers. IoT systems can subsequently be distinguished equally
from the domain names they communicate with and how often they access a DNS protocol. Every IoT device
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has a diferent pattern in the frequency of accessing a DNS protocol. It might be easy to diferentiate between
the generated traic by IoT or non-IoT devices by comparing all those characteristics. Therefore, identifying an
IoT device from a non-IoT device could be easily achieved by taking the specialized IoT features and behaviours
into consideration. However, detecting and identifying a speciic IoT device from another IoT device would be
challenging due to heterogeneity.

7.2 Statistical Machine Learning Approaches

7.2.1 Supervised learning. A near-real-time classiication approach is proposed by [12] to classify device types
using supervised machine learning algorithms based on network features derived both from traic low charac-
teristics and the payloads of the packets. Their approach automatically detects a newly connected device on the
home network and uses a representative and heterogeneous collection of actual IoT devices to test their method’s
eiciency. Results indicate autonomous identiication, based on decision tree models using the one-vs.-all methods,
with 97% average accuracy.

Bruhadeshwar et al. [25] used a supervised ingerprinting based framework to recognize the device type using
the network activity of devices such as protocols used, set of observed commands, response sequence. Their
ingerprinting approach generates a behavioural proile of device type by collecting the network traic in and
out of device extract features of interest using statistical tools, aggregate the features and use gradient boost
supervised learning algorithm to identify the devices with 86-99%. The experimental analysis dataset includes 14
devices, and they have used 20 features.
The authors of [49] have constructed a ingerprint for each white-listed device using low-based features

by studying a sequence of time-stamped packets from high-level network traic. Features are extracted from
a sequence of 20-21 network packets header and payload, which act as a baseline to continuously monitor
the device’s behaviour while connected to the internet. They have calculated summary statistics (minimum,
maximum, irst quartile, median, third quartile, mean, variance, inter-quartile) and fast Fourier transform for some
used features. They have used 67 features to train a supervised machine learning algorithm. They have compared
the diferent algorithms’ performance and showed that the RF classiier with 100 trees (RFC100) outperforms the
other algorithm with 90.03% accuracy. Their dataset includes 27 IoT devices.
In [117], they have used a system based on supervised machine learning to classify the types of network-

connected devices by extracting distinguishable features from packet streams sent and received. Their method can
identify the traic generated by diferent IoT devices in their experimental smart home environment consisting
of four diferent types of IoT devices. Their dataset includes four devices. They have trained six diferent machine
learning algorithms and have shown that the RF classiier has a promising result than others with 99.9% overall
accuracy. In [95] they have collected 23 features from 27 diferent IoT devices and trained supervised machine
learning algorithms. They have shown that the RF algorithms can achieve 95% accuracy. Their mechanism can
automatically recognize the types of devices linked to an IoT network and allow rules to prevent communications
from compromised devices to be applied to reduce the harm caused by their compromise.
Their framework uses a supervised machine learning algorithm for IoT device classiication using network

traic [123]. They have instrumented a smart environment consist of 28 IoT devices. They have collected the
traic traces for six months and publicly released a subset of this traic for the research community. They have
calculated some statistical attributes like activity cycles, port numbers, signalling patterns, and cipher suites
to present an insight into the network traic generated by IoT and non-IoT devices. They have developed a
multi-stage machine learning-based classiication algorithm to identify speciic IoT devices based on their network
traic. They have used a combination of naive base multinominal and the RF classiiers, which results in over
99% accuracy.
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The authors of [124] have collected IoT traic traces from their experimental smart campus, including over 20
IoT devices. Their training vector contains 12 features. The traic traces are analyzed, and statistical attributes
such as burstiness and data rates, signalling patterns, activity cycles. These attributes are used to build a supervised
machine learning classiier that could distinguish between IoT and non-IoT traic and Identify individual IoT
devices with more than 95% accuracy. They have shown that the RF performs better than other algorithms.

7.2.2 Unsupervised learning. Most of the approaches use a labelled dataset to identify the devices in the network.
However, this could potentially question the scalability of the approach. Devices not included in the dataset can
not be recognized by their approaches.

In this paper, [88] they present AUDI, a model for identifying IoT devices in the network by considering their
periodic communication using an unsupervised machine learning algorithm. Their model can learn without label
data and human intervention. They can identify any previously unseen device. The accuracy of their model is
98.2%.
The authors in [101] proposed an algorithm called DIoT, a distributed self-learning approach to identify

malicious devices. Their system can detect malicious devices without human intervention and training data by
using federated learning. They could also identify new and unknown attacks. Their experiment consists of 31 IoT
devices with a 95.6% detection rate with minimal false alarms.

7.2.3 Semi-Supervised learning. Since the collection of label data is a challenge and time-consuming, [? ] suggest
IoT device proiling and identiication based on a semi-supervised machine learning algorithm. Their model can
identify IoT and non-IoT devices with 99% accuracy by using 5% label data. They have used a convolutional
neural network and multi-task learning. They have also suggested features that could diferentiate the most
among the devices.

7.3 Deep Learning Approaches

Deep learning is a promising way to acquire various IoT devices’ characteristics by learning from their RF data.
Three distinct deep learning models are considered by [56] to classify wireless devices and diferentiate between
wireless devices with the same manufacture. These three models are deep neural network (DNN), convolutional
neural network (CNN) and recurrent neural network ( RNN). For the experimental reason, a large data collection
of RF traces is obtained using a USRP-based testbed from six ’identical’ Zigbee devices. Experimental indings
indicate high accuracy of deep learning methods for detecting wireless devices that could possibly strengthen IoT
security.

[16] proposes an automated classiication method for IoT devices to classify new and unseen devices through
the network traic attributes generated by IoT devices. They have cascaded LSTM and CNN models to identify
the semantic type of a device automatically. Their dataset includes 15 devices, and they have used six features
to train the model. The performance of their model is 74.8-80.01% accuracy. They can also classify the unseen
devices which do not exist in the training dataset. Kotak and Elovici used deep learning techniques on the TCP
payload of network traic for IoT device classiication, identiication, and detection of white-listed IoT devices in
the network traic [66]. A single TCP session is needed to detect the source IoT device. Their approach is free of
feature engineering overhead.
Lopez et al. [82] proposed a new classiication methodology for network traic based on a combination of

deep learning models that can be used for IoT traic. They showed that the best detection results are given by
a recurrent neural network (RNN) coupled with a convolutional neural network (CNN). The natural domain
for CNN, which is image processing, was quickly and automatically applied to NTC. They demonstrated that
without needing any feature engineering, as is common when implementing other models, the proposed approach
provides better detection results than alternative algorithms. A full analysis is conducted on many CNN and
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RNN architectures, including the efect of the selected features and the duration of the training’s network lows.
Authors in [143] compiled a key set of ingerprinting terminologies along with identiication of important features
to achieve efective and accurate ingerprinting of IoT devices. The proposed IDWork model is a systematic
framework for categorizing IoT devices in ingerprinting mechanisms. It compares and selects suitable machine
learning augmented techniques to be applied in IoT ingerprinting mechanisms.
As tens of thousands of tiny LoRa devices are deployed over large geographic areas, a key component to the

success of LoRa will be the development of reliable and robust authentication mechanisms. To this end, radio
frequency ingerprinting (RFFP) through deep learning has been heralded as an efective zero-power supplement
or alternative to energy-hungry cryptography. DeepLoRa [7], proposed a data augmentation technique based on
ITU-R channel models, to enhance the reliability and robustness of the RFFP algorithms.
Fingerprinting IoT devices behind a network address translation (NAT) has been investigated in [99]. In this

study, the authors explored the capabilities of unsupervised and semi-supervised shallow and deep learning
methods to classify IoT devices deployed in a NAT. This work has applied two unsupervised clustering algorithms,
i.e., K-Means and DBSCAN. Due to ineiciency in the unsupervised methods, they devised two semi-supervised
ML algorithms that encompass a Logistic Regression classiier with either Auto-encoders or Restricted Boltzmann
Machine (RBM). Consequently, the results showed that the algorithm that featured auto-encoders has a higher
classiication rate for non-IoT devices rather than IoT devices. By relying on an explain-ability technique, they
found that several features afected these rates. Moreover, the evaluation of the Logistic Regression with RBM
features’ classiier provided sound ingerprinting of IoT devices behind a NAT with a state-of-the-art accuracy of
98%.
The pre-identiication of IoT devices connected to the network can help administrators set related security

policies according to the functionality and heterogeneity of the devices. However, the existing methods are based
on manually extracted features and prior knowledge to identify the IoT devices, which increases the diiculty
of the device identiication task and reduces the promptness. Authors in [145], presented CBBI to identify IoT
devices. CBBI uses a hybrid neural network model ConvBiLSTM to automatically learn the representative spatial
and temporal features from the network traic, such as the position relationship of the internal organization
structure in network communication traic, the time sequence of the data packets, and the duration of the
network low. Moreover, to resolve the data imbalance in deep learning and improve the accuracy of the model,
the data augmentation module FGAN has also been introduced.

The Smart Recon method [132] was introduced to identify known IoT devices with an accuracy of 98% using
only a single packet snifed from a network traic low. While a high degree of accuracy has been achieved,
efective feature extraction and acceptable computational overhead have also been addressed. The combination
of locality-sensitive hashing to create feature vectors from .pcap iles and a simple neural network allowed for
the training of a classiier that was able to produce a high degree of accuracy with a very small input sample.
To solve the problem of IoT device identiication in a low-overhead manner, [34] introduced a lightweight

IoT device identiication scheme based on feature selection and machine learning algorithms. The authors
demonstrated its ability to identify IoT devices with over 99.5% accuracy with less cost than other schemes. Flow-
related statistical characteristics and the time interval of feature extraction have been studied. They introduced
symmetric uncertainty and correlation coeicient and proposed a novel low-overhead feature selection method
to perform feature selection on the extracted low-related statistical features in IoT device identiication, and the
valid features were iltered while reducing the dimensionality of the features.
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8 CHALLENGES AND FUTURE RESEARCH DIRECTIONS

8.1 Challenges

8.1.1 IoT Profiling Problems. Most of the existing approaches may not be suitable for ingerprinting IoT devices.
The feature list considered by any approach is best suited for the devices in their dataset. Taking into account the
vast amount of IoT devices, those feature sets will not be able to represent a proile for every IoT device. As a
result, the defence framework to monitor devices could block valid IoT devices, leading to the malfunction of the
industry’s operation and inancial loss. With this scalability issue, a future challenge is to select a universal set of
features that is able to proile the most IoT devices possible. Another approach that can be considered is to create
categorical feature sets for each IoT device type.

Additionally, most of the existing approaches do not have a mechanism for continuously updating the devices’
proiles. Ideally, the initially created proile would be efective for the lifetime of the device. However, if the
physical location of some IoT devices is changed, or network issues occur, their behaviour can change.
Furthermore, all the approaches use previously collected training traic data, and generating adversarial

examples to manipulate the training data could trick the proiling algorithm. Accuracy and identiication rate is
another key issue and challenge.

8.1.2 IoT Profiling Feature Extraction. Feature extraction is another challenge. In this study, we have outlined
the features used by previous methods in terms of eiciency and practicality. From the feature table 5, we can see
that the eiciency (i.e. the complexity of extracting a given feature) is high, which could lead to computational
overhead.

Feature engineering is the most challenging task in training for almost any machine learning classiier. Feature
pre-processing and extraction tasks for proiling the devices are potential roadblocks in the scalability of a
proposed proiling method. Thus, a strong proiling method requires less feature engineering overhead. An open
challenge in this domain is developing a proiling approach that could identify the device in the network, while
using a minimal feature engineering overhead. Feature engineering could also pave the way for some adversarial
attacks on proiling approaches. Some proiling approaches even used a more complex set of features extracted
from application-layer response data. A hybrid set of features that could identify most IoT device types, instances,
unseen and anomaly detection in the network is required. This hybrid set of features should be extractible with
less computation overhead.

8.1.3 Unavailability of Training Datasets. The unavailability of public datasets for IoT proiling is an unavoidable
challenge in the IoT environment. To the best of our knowledge, there are only four datasets publicly available
for the research community until the time of this research, namely the IoT Sentinel dataset[95]1, UNSW dataset
[123]2, LSIF dataset [28]3, and the Information Exposure dataset [111]4.
Most of the previous approaches used a small experimental test board with few devices in their dataset, and

their dataset is not publicly available. This makes it diicult to compare the efectiveness of proiling approaches
with one another. An open issue is to generate a public, standardized dataset with the maximum number of
features possible that could be used as a baseline where diferent proiling approaches performance can be
measured against this dataset. Without an standardized public dataset as a baseline, proposed approaches often
report high accuracy for a small, specialized set of IoT devices.

Previously suggested approaches could perform poorly if a speciic device from a diferent domain is included
in their experiment. Since the domain of IoT proiling is an emerging and recent topic, there is a need for a

1https://research.aalto.i/en/datasets/iot-devices-captures
2 https://iotanalytics.unsw.edu.au/iottraces
3https://github.com/networks-lab/LSIF
4This dataset is available upon request from https://moniotrlab.ccis.neu.edu/imc19dataset/
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Fig. 8. Vulnerabilities in diferent manufacturers.

standard dataset that includes enough IoT devices from diferent domains with diferent natures and a maximum
number of features.

8.1.4 Challenges Related to Common Vulnerabilities. As IoT is a relatively newmarket, many devices are produced
by small vendors. Common vulnerabilities may not be addressed due to lack of resources, or simply because it is
more proitable to release a new version of the device with the implemented changes. As a result of these design
laws, a varied range of attacks can be performed as discussed by [48]. In contrast, many larger companies and
vendors often address bugs and implement security patches in their devices. Some companies, like Samsung, ofer
rewards for reporting bugs or security issues, incentivizing community involvement in creating a better product.

There is also a need for a comprehensive database to provide common vulnerabilities for IoT devices in various
domains. This database will be used by network administrators and the companies to detect potential security
threats in their network. In this research, we have discussed a list of vulnerable devices. Figure 8 shows the
number of vulnerabilities in diferent IoT devices in our research. As shown, Samsung has reported the highest
number of vulnerabilities, whereas dbell has the lowest. However, this is not indicative of signiicant security
laws. Samsung has more devices in the market and any potential vulnerability is discussed by Samsung with
corresponding patches publicly. There could be thousands of vulnerabilities with the small vendor IoT devices,
but they are not publicly discussed, or not discovered due to a smaller consumer base. For future work, we are
planning to enhance the database to include more devices from diferent domains.

8.1.5 Pre-processing and Feature Extraction. IoT proiling is strongly dependent on feature extraction from
network traces generated by the IoT devices. Since a large number of IoT devices of a heterogeneous nature are
connected to the network, they produce a volatile traic pattern. This variant traic pattern makes it complicated
to choose a set of features to identify the devices. Therefore, there is a need to extract a huge number of features
to cover the various devices. Because of the devices’ heterogeneity, the traic generated by a speciic IoT device is
mostly diferent from the traic generated by other IoT devices. Choosing which particular set of features should
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be used to proile the devices is therefore diicult. Some features may suit a certain set of devices well, whereas
those features will contribute much less in proiling a diferent set of devices. Therefore, there is a need to ind a
set of strong features in identifying devices with diferent communication protocols and diferent nature. This
feature extraction could be an expensive process in the vast number of IoT devices.

8.1.6 Learning for IoT profiling. Learning is considered to be another limitation for proiling IoT devices. Proiling
is strongly dependent on training data. The training data has to be collected for approximately a week in most
cases. This produces a signiicant time constraint in the real-world scenario. This dependency on the training
data is undesirable in larger networks where new devices are continuously connecting to the network. There
is a need for a rule-based approach that is not strongly dependent on training data. Another solution could be
having already trained models for the vast number of devices. Once a new device connects, it can be matched
to the database of devices. This approach may also fail when device vendors produce upgraded versions. Data
on a certain device may no longer be relevant due to changes in the new version, making this environment
unpredictable. However, as of 2019, manufacturer usage description (MUD) has become a standard for device
identiication. A promising future for IoT intrusion detection systems utilizing machine learning and MUD is
reviewed by [90].

8.1.7 Secure and Privacy Preserving Learning. The network traic pattern of IoT devices used to create the device
proile could carry important information about the activity pattern of the IoT devices and the device user. Due
to lower security implementations, this is a valid and signiicant privacy concern for users. Most IoT device
users are not willing to share the network traic pattern of their devices, as traic data could contain personally
identiiable information. Therefore, there is a need for a proiling technique that preserves the user’s privacy.
Since many IoT devices do not perform complex tasks, their activity pattern could be easily predicted from their
network traic traces. This prediction of activity patterns creates a signiicant challenge for the user of the devices
and the industry.

8.2 Future Work

8.2.1 Integrating Contextual Information. A combination of contextual information and network traic, generated
by IoT devices, could produce a strong proiling technique that could identify a huge number of devices with
high accuracy.

8.2.2 Live Trafic IoT Profiling. A proiling approach that could proile the live network capture devices without
using any training data would outperform traditional IoT proiling techniques. Proiling devices based on the live
network capture would not only reduce the training data processing overhead, it would also make identiication
easier for new devices that are added to the network. Some statistical features extracted from the IoT devices
could help to achieve this goal.

8.2.3 Semi-supervised Frameworks. A semi-supervised framework can help in proiling IoT devices with less
dependency on the training data. However, a good proiling approach would be the one that does not depend on
training data at all. Achieving this goal would be challenging due to the heterogeneity of the environment. In
this regard, proposing a semi-supervised learning framework can be helpful to achieve IoT proiling being less
dependent on the training data.

8.2.4 Implementation of ML at the edge . Most of the IoT proiling techniques depend on the centralized approach.
There is a need for distributive proiling of IoT devices to proile devices in the local node. The distributive
approach would also preserve the privacy of devices and their users, since the traic pattern of devices are not
shared with the centralized server; instead, it is shared with the local fog/edge node.
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8.2.5 Integration of ML with blockchain for IoT security. Blockchain is known for being a good way of transporting
transparent, yet secure data. Implementing blockchain into IoT data transmission could exponentially increase
IoT device security. It is worth considering the use of blockchain to proile devices, as it would preserve privacy
and divide the overhead of the centralized server to edge nodes.

9 CONCLUSION

Due to the non-standardized implementation of IoT devices, coupled with surging rates of connected devices,
there is a need for specialized tools to identify joined devices, as well as new ones attempting to connect to the
network to maintain network integrity. It is essential that consumers of all levels can efectively identify, monitor,
and isolate IoT devices based on their network behaviour.

IoT device identiication can be challenging because of the existence of several device types, control sequences,
and transmission protocols. Generalized procedures are not enough to accommodate the diverse nature of these
devices. In addition, due to the limited resources IoT devices have, they have little to no security implementation,
making them vulnerabilities on the network that are hard to identify. This paper serves as a thorough view
of various proiling methods, such as device type, device instance, and anomaly detection. We investigate a
taxonomy for IoT proiling based on a multitude of security issues in the ield. Furthermore, we compiled a
detailed list of common IoT vulnerabilities in various domains along with corresponding security adjustments.
The list can contribute to improved risk assessment and mitigation of vulnerabilities. Organizations, network
administrators, and regular consumers can utilize the propose list to identify possible security threats to their
network, or devices that require adjustments for security.

We have also detailed common identiication features used by various approaches to proile IoT devices, such
as device type identiication, device instance identiication, and unseen device identiication, along with the
overhead of feature engineering in terms of eiciency and practicality of the features. The current research can
help to choose the most realistic and efective collection of features for the best proiling method by choosing
a set of features with the highest practicality and highest eiciency. This could achieve better performance
both in terms of accuracy and scalability of the approach. Besides that, a hybrid collection of features with
high practicality and eiciency may be used to produce the best proiling framework for real-world problems.
This paper also addresses the machine learning and deep learning algorithms used for IoT device proiling. The
machine learning classiier used by a majority of state-of-the-art approaches for proiling the IoT devices with
the best performance has been identiied.
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Table 7 lists the possible Vulnerabilities along with their description in diferent IoT devices.
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Table 7. List of Vulnerabilities along with their description in diferent IoT devices.

ID Vulnerability ID Vulnerability
V-1: Amazon echo 1st generation speakers are susceptible to KRACK (series of weaknesses in the WPA2 protocol dubbed the łKey

Re-installation Attack.ž) (CVE-2017-13078)
V-52: CVE-2018-3864

V-2: CVE-2018-11567 V-53: CVE-2018-3865
V-3: CVE-2017-13077 V-54: CVE-2018-3866
V-4: Microphones will respond to a focused light (laser pointer) pointed directly at them. V-55: CVE-2018-3867
V-5: A group of students showed they could hide commands in white noise and YouTube videos played over loud-speakers to get

smart devices to turn on airplane mode or open a website.
V-56: CVE-2018-3872

V-6: Researchers at Checkmarx turned Alexa into a spy device with no intensive meddling required. V-57: CVE-2018-3878
V-7: How Amazon’s voice assistant gadget might be silently hijacked for surveillance (Chinese researchers). V-58: CVE-2018-3879
V-8: CVE-2019-13336 V-59: CVE-2018-3880
V-9: Ring Doorbells had vulnerability leaking Wi-Fi login info. V-60: CVE-2018-3897
V-10: In August 2016, a vulnerability with August’s Guest Access allowed guests to hack August’s software and "enroll a new key". V-61: CVE-2018-3902
V-11: August Doorbell is susceptible to KRACK. V-62: CVE-2018-3904
V-12: CVE-2018-6692 V-63: CVE-2018-3905
V-13: CVE-2019-12780 V-64: CVE-2018-3906
V-14: CVE-2018-1144 or CVE-2018-1143 V-65: CVE-2018-3907 CVE-2018-3908 CVE-2018-3909
V-15: CVE-2018-1145 V-66: CVE-2018-3911
V-16: CVE-2018-1146 V-67: CVE-2018-3912 CVE-2018-3917
V-17: CVE-2013-6948 V-68: CVE-2018-3918
V-18: CVE-2013-6949 V-69: CVE-2018-3919
V-19: CVE-2013-6950 V-70: CVE-2018-3925
V-20: CVE-2013-6951 V-71: CVE-2018-3926
V-21: CVE-2013-6952 V-72: CVE-2018-3927
V-22: CVE-2015-5987 V-73: CVE-2018-11316
V-23: CVE-2015-5988 V-74: CVE-2019-3950
V-24: CVE-2015-5989 V-75: CVE-CVE-2019-3949
V-25: CVE-2015-5990 V-76: CVE-2016-10115
V-26: CVE-2017-13078: Re-installation of group key in 4-way handshake. V-77: CVE-2016-10116
V-27: CVE-2017-13079: Re-installation of the integrity group key in 4-way handshake. V-78: CVE-2017-13077
V-28: CVE-2017-13080: Re-installation of the group key in the group key handshake. V-79: CVE-2017-13078
V-29: CVE-2017-13081: Re-installation of the integrity group key in the group key handshake. V-80: CVE-2017-13079
V-30: CVE-2017-13087: Re-installation of the group key (GTK) when processing a Wireleess Network Management (WNM) Sleep

Mode Response frame.
V-81: CVE-2017-13080

V-31: CVE-2017-13088: Re-installation of the integrity group key (IGTK) when processing a wireless network management (WNM)
Seep Mode Response frame

V-82: CVE-2017-13081

V-32: CVE-2019-13523 V-83: CVE-2017-13082
V-33: CVE-2017-14263 V-84: CVE-2017-13084
V-34: CVE-2017-5671 V-85: CVE-2017-13086
V-35: CVE-2015-7908 V-86: CVE-2017-13087
V-36: CVE-2015-2848 V-87: CVE-2017-13088
V-37: CVE-2015-2847 V-88: Researchers at Checkmarx said they have discovered the potential laws in the Trifo Ironpie M6 smart vacuum cleaner. (read

more...).
V-38: The HomeHack vulnerability was disclosed in July 2017 afects LG’s SmartThinQ mobile app which is used to control all of

LG’s smart home appliances.
V-89: CVE-2017-10987

V-39: CVE-2019-17101 V-90: CVE-2017-10988
V-40: CVE-2019-5035 V-91: Samsung’s Smart TV privacy policy deined by the company says "if your spoken words include personal or other sensitive

information, that information will be captured and transmitted to a third party. (read more...)
V-41: CVE-2019-5043 V-92: CVE-2013-4861
V-42: CVE-2019-5034 V-93: CVE-2017-5249
V-43: CVE-2019-5036 V-94: CVE-2017-13077
V-44: CVE-2019-5037 V-95: CVE-2017-11578
V-45: CVE-2019-5038 V-96: CVE-2017-11580
V-46: CVE-2019-5039 V-97: CVE-2017-11579
V-47: CVE-2019-5040 V-98: CVE-2014-10374
V-48: The hardware infrastructure lacks proper protection, allowing attackers to install malicious software into the unit. V-99: CVE-2019-6528
V-49: CVE-2020-6007 V-100: CVE-2018-5303
V-50: CVE-2018-3856 V-101: CVE-2018-5304 CVE-2019-13991
V-51: CVE-2018-3863 V-102: CVE-2021-30354
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