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Preface

Associate Committees established by the National
Research Council Canada have been used for
over fifty years on many topics to act as a focal
point and forum in Canada for issues of national
concein to the engineering and scientific commu-
nitics. The NRC Associate Committee on Artifi-
cial Intelligence (ACAI) was established in April
1987. In its first meetings the ACAT established a
sub-committee on the social context of Al, recog-
nizing that artificial intelligence carries with it,
not only important technical and economic consid-
erations, but also considerations of a social na-
ture.

Examination of Al in the social context reveals
that there are considerations and choices of a so-
cial nature related to the way Al may be applied
in the workplace, there are social considerations
related to the professional responsibility for Al
applications and there are large scale macro ef-
fects with the potential to affect or influence soci-
ety as a whole.

The subject of artificial intelligence is bounded
on one side by the general subject of information
technologies (of which it is a part) and on the
other side by the general subject of industrial au-
tomation. A very large volume of literature exists
on the social aspects of information technologies
in general. Similarly, much is available on the so-
cial implications of industrial automation. Both
of these fields have much longer histories than
Al, and it is useful to draw some examples or 1o
point to some of the references available from
them. To maintain a forward focus, however, an
attempt has been made in this report to restrict
most of the considerations presented to the field
of artificial intelligence itself.

Near the end of the first meeting of those directly
involved in the preparation of this document, one
contributor remarked on the limitations of such
an endeavour.

“I don’t know” he said, “if a group of wisemen
ever gathered around the steam engine when it

was first invented and if they sought to predict
all the social effects that wounld follow™. History
has shown us how nearly impossible such an at-
tempt would have been. Nevertheless, in the pres-
ent instance of artificial intelligence, the
contributors to this report believe it is worth
something to try.

By producing this report, which includes a proto-
col for the examination of Al applications from
the social point-of-view, it is the hope of those
who have contributed to it that our understanding
of artificial intelligence will be enhanced, and
that the selection and design of Al applications
will be undertaken with an improved understand-
ing of the social considerations attached to them
in addition to those considerations of a business
and technical nature.

Understandably, neither this report nor its com-
panion report NRCC No. 30187 are intended

to provide answers and solutions to the many
questions asked or suggested by the situations de-
scribed. They may provide some degree of guid-
ance, however, by seeking to anticipate them, and
presenting them in a balanced and structured man-
ner. The answers or solutions eventually will
come from many sources and will only evolve
with time and experience. Even the real questions
will only evolve in a similar manner.

Since this is a first report, correspondence is in-
vited and will be acknowledged. While it may
not be possible to enter into discussion on all
communications received, they will be taken into
account in any future report or addendaum.

Correspondence should be addressed to:

Artificial Intelligence in the Social Context

NRC Associate Committee on Artificial In-
telligence

Room 205, Building M-50

National Research Council of Canada

Ottawa, Ontario

K1A OR6
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Section | — Introduction

Section I — Intreduction

Before one can begin to consider the business,
technical or social ramifications of artificial intel-
ligence, it is necessary to have some reasonable
definition of what is meant by the term “artificial
intelligence®.

Artificial intelligence (AI) is not easily defined.
It may be considered to be founded on a branch
of computer science that concerns the conception,
design, development, and application of computer-
based systems to perform tasks that require the
exercise of intelligence as exemplified by capac-
ity to recognize, reason, decide, and learn. Thus
application of AI seeks to incorporate such
human-like skills and expertise into computer-
based systems. These systems include what are
called knowledge-based and expert systems.

It is an essential characteristic of an application
of Al that the associated computer system has
provision for representing definable elements of
knowledge about the context in which the sys-
tem will be used and about the goals intended
to be realized in its use. Further, when the range
of conditions of application of the system is ap-
propriately limited, the behaviour exhibited by
the system is at least intended to be rationally
attributable to the content within it of the repre-
sentation of its knowledge and goals. These char-
acteristics of Al systems will be illusirated by a
variety of examples.

Computer systems which realize artificial intelli-
gence commonly display advanced forms of input
and output such as:

* Speech input and voice recognition

+ Natural language processing

» Machine vision

« Photo interpretation

+ Image understanding

+ Advanced forms of sensor-based input

+ Voice synthesis and speech output

* Mechanical and manipulation output capability
(as in robotics).

Applications of Al include, but are not limited to,
the following:

« Natural langnage processing

» Machine translation

- Expert systems, such as those used in the diag-
nosis and treatment of disease, monitoring and
diagnosing faulis in equipment, industrial
plants, telecommunications, and electric ntility
systems

Operations scheduling and process planning in
manufacturing

» Robot and other antonomous systems with vi-
sion or other sensing capabilities that permit
them to respond to changes in their external en-
vironment.

Expert systems are of particular interest because
in terms of application they represent a leading
edge of AL They usually exhibit most, but not
necessarily all, of the attributes listed in Table 1.

A short list of potential application areas is
shown in Table II in order to illustrate the
breadth and pervasive nature of artificial intelli-
gence, It is necessary to recognize this breadth in
order to place the social context of Al in perspec-
tive. If the applications of Al become as wide-
spread as some advocates believe, or if even only
partially so, its influence will be significant on
the daily lives of a large number of people. A pur-
pose of this report is to show in what ways this
may happen, and to suggest how the benefits may
be maximized while minimizing any undesirable
effects.

For example, a set of technical and economic fac-
tors that may be used in the selection of expert
system applications is shown in Table III. By de-
veloping a parallel set of factors for the examina-
tion of Al applications from the social point of
view (such as those contained in Section III of
this report) an additional set of useful criteria
may be brought into play.

This report, in order to meet its purpose of facili-
tating and enhancing the process of adaptation,
must necessarily concentrate or focus on sitna-
tions where system and technological changes
will be needed in order to meet human and social
needs, or on situations where social adaptation
and organizational change may be needed as ad-
justments to the new technological capability.
While the report must necessarily focus on these
issues, it is necessary at the same time to reiain a
clear image of the benefits which will be ob-
tained from the continued development and appli-
cation of artificial intelligence. These will be
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Table I, Expert System Attributes

Nature of Application and Use

Expert systems are used to provide advice in much the same way that it would be ob-
tained and used if a human expert were available.

Domain expert

In the building of an expert system it is necessary to have available, and to draw on,
the knowledge and experience of a person who is already an expert in the subject area.
This person is referred to as the domain expert.

Rule based

Rather than being based on procedures written in algorithmic form, many expert sys-
tems derive their knowledge from a collection of rules.

Method of knowledge representation

The systetn knowledge is contained and given by the rules in the knowledge base rather
than being represented by procedures given by computer coding as in “conventional”
programs.

Symbolic representation

Expert systems tend to work with information in symbolic form rather than being based
on calculations performed in numeric form. Use may be made of input, output or rules
expressed in a natural language such as English, rather than being expressed numeri-
cally.

Search strategies

In seeking a problem solution, expert systems examine, select, and manipulate rules in
the knowledge base by means of search strategies such as forward and backward chain-
ing. The portion of the system performing the logic function in an expert system is
sometimes known as the inference engine.

Computer language

Expert systems are often written in list processing languages such as LISP, or logic pro-
gramming languages such as Prolog, rather than in procedurally oriented languages
such as Foriran.

Traceability
An important atiribute of expert systems is their ability to explain how a given result
was obtained. Also known as transparency or explanation facility,

Apprenticeship

There is often a need to subject expert systems to a peried of apprenticeship as part of
their development because it is harder to verify and validate expert systems than it is
for computer programs of a numerical or compuiational nature.

Designed to grow incrementally

Since the knowledge base is separate from the search logic, it should be possible to add
new rules or modify existing rules without having to review or re-organize the original
struciure.

Section | — Introducticn

Table II. Application Areas for AI and Expert Systems (1)

Manufacturing
« Design Synthesis and Optimization

- Process Planning

- Process Parameter Selection, e.g., Robot Arc
Welding

« Robotic Vision and Intelligent Robot Systems

Process Control
- Analysis and Reduction of Alarm Conditions

+ Defining Process Managemeni Rules

« Modelling the Performance of Best Operators

Materials

- Selection of Best Materials for a Given Design
Function

« Selection of Coating Materials and Finishes

Resource Industries

« Evaluation of Exploration Data

« Crop and Herd Management in Agriculture
« Mineral Prospecting

« Mine Planning and Design

- Operations Management

Maintenance

« Diagnosis of Faults in Plant and Office Equip-
ment

Health Care
« Medical Diagnosis

« Determining Optimum Treatment Cycles, e.g.,
as in Radiation for Cancer :

Education
« Intelligent Tutoring

» Al-based Authoring Environments
« Discovery Environments

« Educational Interfaces

Career Guidance

- Advising on Education Paths needed for Em-
ployment Desired in Specified Occupalions

Transportation
» Air Traffic Control

« Equipment Maintenance

« Inventory Conirol

Financial Planning
» Advice on Investment Decisions and Planning

Space
= Remote Sensing and Data Interpretation

Environment
» General Weather Forecasting

= Prediction of Hail Storms

Automated Language Translation
Speech Recognition

Natural Language Processing
Military Battle Management

Table III, Criteria for Choesing an Expert System
Application Area (2)

- Good Payback
» Well-Bounded Problem
« Real Problem

+ Small, Manageable Problem or Application Area

« Stable Proven Technology Available

= Expertise Available

- . - . —
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considerable, widespread, and varied, because
that is inherent in the natwre of Al,

Basically the benefiis of Al tend to be derived in
the following three ways:

1. Knowledge-based systems tend to capture,
represent, and distribute knowledge more uni-
formly throughout organizations and societal
structures. Industrial firms, for example, find
that the knowledge and experience gained by
long term employees can be retained and dis-
iributed throughout the organization in a more
uniform and accessible way than was pre-
viously possible.

2. Improved decision making is achieved via the
quality of the knowledge base and reasoning
process employed, and also in the speed of re-
sponse. Sysitems are already being developed
for a wide variety of applications, particularly
in the form of expert systems,

3. As a result of improved and more natural inter-
faces and means of communication between
people, between systems, and between people
and computers. The possibility of natural lan-
guage processing, the possibility of improved
methods of machine translation for the many
written and spoken langnages of the world, the
possibilities envisaged from computer recogni-
tion of speech and machine vision are all exam-
ples of this nature.

Although definitions exist for what is meant by
“artificial intelligence”, examples constitute one
of the best ways by which to gain an understand-
ing of it. The full report, of which this is a con-
densation and overview, therefore presents brief
summaries of papers published in the field of AL
These describe many of the concepts, current de-
velopments, and application areas of Al and illus-
trate its widespread and pervasive nature, These
examples, selected from over 700 recent Al
publications, and with emphasis on the practical
side, explain much of what AI people plan, pro-
pose, and do.

At the same time these illustrate the many

sources from which the benefits of AT will be de-
rived, by making the knowledge and experience
of experts more widely available, as in expert sys-
tems, and by making computers more accessible,
as in the many forms of new input/output inter-
face.

The Social Context of Artificial Intelligence

By way of illustration, the references abstracted
and summarized in the full report include the fol-
lowing topics:

Theoretical Concepts

» By studying the mechanisms of the brain, re-
search on neural nets may lead to self-learning
systems.

+ The influence of language on the ability to rea-
son correctly.

* A comparison of six leading methods for reason-
ing in the presence of uncertainty and imperfect
knowledge.

* Methods for knowledge acquisition by induc-
tive example,

Why attempts to formalize common sense
knowledge have failed.

+ A code of conduct for professionalism in Al

A probabilistic system for inductive learning
and predicting future events.

Systems and Technigues

+ The use of Al to extend and enhance conven-
tional information systems.

How to handle the problem of uncertainty in
medical diagnostic systems,

Variations incurred in expert systems may often
be due (o the choice of domain expert.

Establishing company/university joint ventures
in AL

+ How to select the correct expert system shell
for a given application.

» Human and organizational problems related to
expert system applications,

Difficulties with the maintenance of the knowl-
edge base in an expert sysiem.

* A comparison of how expert system shells deal
with uncertainty,

* A practical guide to aid knowledge engineers in
the process of interviewing domain experts.

Section | — Introduction

« An expert system for the verification of nuclear
test ban treaties by the interpretation of seismic
data.

* Techniques for improving the knowledge acqui-
sition process by means of induction,

Applications
+ An expert system for advice in the handling of
hazardous waste.

« A retrieval system for information about patenis.

= A hierarchical expert system for the synthesis
of chemical process flowsheets.

+ Extensions, by means of expert systems, to the
preparation of NC machine tool programs.

» Monitoring the health of rocket engines by inte-
grating vibration analysis and pattern recogni-
tion technignes with Al

+ Air traffic control using Al techniques.

+ Legal and contractual ramifications of expert
systems,

« A system for evaluating project proposals to a
government funding program.

* Military and defence applications of expert sys-
tems.

* A financial investment assistant for porifolio
management.

+ A system for screening applications for univer-
sity admission.

» Providing advice to new and small businesses.
+ A sysiem to advice students in career planning,

= Mineral identification by the analysis of the in-
frared reflectance spectra of rock samples,

+ A system for diagnosing faults in telecommuni-
cations switching systems.

* A gystem to assist engineers in setting up prob-
lems for structural analysis using the nonlinear
finite elemeni method.

« An example of neural network training; driving
a vehicle through simulated freeway traffic.

 Expert system applications in the NASA space
station.

« The use of expert sysiems in architecture, engi-
neering, and construction (AEC).
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Section Il — Social Considerations
Arising from Artificial Intelligence

Introduction

There are both micro and macro effects associ-
ated with the development and use of almost any
technology. Micro effects are those that directly
affect the individual worker or user. Macro ef-
fects usually evolve more slowly over time and
tend to affect large numbers of people indirectly.
This often occurs through changes in the societal
and economic structure brought about by the tech-
noelogy in question.

For example, in the case of office automation sys-
tems, the widespread use of video display units
(VDUs) can have a direct effect on the comfort

or physical and mental strain of workers who use
them for long periods of time, particularly if soffi-
cient attention is not given to ergonomic factors
such as lighting, and work station layont in the
systems design.

At an intermediate level the use of credit cards,
made possible by computer technology, provides
a useful itlustration. Not only have credit cards
obtained widespread acceptance as a convenience
fo the user, but also they have fostered the estab-
lishment of new credit and service companies.
These have altered the structure of the financial
community. Additionally, the spending habits of
people have changed (many in a substantial way),
in addition to the simple and direct convenience
of the card itself as a means of payment. These
are macro effects, brought about by credit cards
and computer technology.

As an example of a very wide scale macro effect,
some writers see the possibility that the wide-
spread use of computer systems will gradually
alter democracy as we know it today. This is pre-
dicted because of a slight but perceived bias in
systems design which favours a slow drift to-
wards centralization of power rather than favour-
ing the individual,

The field of industrial automation and computer
integrated manufacturing offers another, and per-
haps clearer, example of hoth micro and macro ef-
fects. Workers such as welders in the automotive
industry have already experienced job displace-
ment, although not necessarily widespread job
loss, as a direct effect of robot welding applica-
tions. On the other hand, as a macro effect, the
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plani that makes no technological change, and
which suddenly finds itself to be uncompetitive,
poses an even greater employment risk. All work-
ers in the company could be adversely affected.
Even the standard of living of entire nations can
be impacted if their industries somehow fail to
keep up with technology and thereby lose compet-
itive position,

In this section, the report will deveiop and illus-
trate more fully the subject of social issues, at
both the micro and macro level, related to arti-
ficial intelligence applications. To place Al in
perspective, and to draw from more traditional in-
formation technology applications, a section of
the full report provides a summary view of social
considerations which arise from information tech-
nologies other than artificial intelligence. These
are closely related, and indeed often impossible
to separate from those of AI itself,

Issues and Concerns Arising from
Artificial Intelligence

1t is difficult to distinguish between the social
implications stemming from the use of computers
in general, and those arising out of artificial in-
telligence applications in particular. Most Al ap-
plications are still experimental and the social
implications will only become clearer when there
is a more general use. If its potential is realized,
AT may usher in a new age which will truly be a
qualitative break with the past. Only the future
will tell, but in any event early recognition of the
issues involved can serve to ease the transition.

Clearly there are many applications of intelligent
systems of direct and unequivocal benefit to soci-
cty at large and for workers in particular. For ex-
ample dangerous activities in mines, under the
sea, in nuclear plants, in the chemical industry,
and elsewhere are prime candidates for robots.
Other jobs, less dangerous, but obviously unpleas-
ant, should in the near future be also phased out
as exclusively human preserves.

Al is a vital and exciting field that has attracted
many scientists. Research at universities, in pri-
vate laboratories and in government installations
is proceeding across many fronts. These include
knowledge representation, reasoning, problemt
solving, natural language understanding, image
processing, expert sysiems, logic programming,
and heuristic search, among athers.
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It can be argued that the widespread use of ex-
pert systems brings to the fore some very serious
issues. By their very nature, expert systems pur-
port to capture, formalize, and disseminate exper-
tise. From a societal point of view, the effects of
this process may include standardization, homoge-
nization, centralization, legitimization, and a defi-
nite sense of authority and control. Part of the
concern cxpressed in some instances is that the
formalization of knowledge as an expert System
for some restricted domain can be taken as the
representation of the knowledge; on the other
hand in many areas of life there is ro consensus,
1o received view and, in the opinion of many,
there will never be. Thus a threat possibly posed
by the rapid diffusion of expert systems is a limi-
tation of diversity and the imposition of the
equivalent of a state religion, with its fixed, dog-
matic worldview,

While an advantage of expert systems lies in
their ability to disseminate knowledge and make
the ability of experts more widely available, diffi-
culties with updating and maintaining the associ-
ated knowledge bases is ceriain in some instances
Lo create a state of frozen and inflexible logic.
This could exacerbate the difficulty presented
above. Four specific issues may be chosen to il-
lustrate some of the social considerations arising
from artificial intelligence technology (3). These
involve the influence or inter-relationship be-
tween AT and:

« Work

* Decision making

» Privacy

+ Societal structure, ethics, and political adapta-
tron

Work

Of particular concern is the impact of computers
on work — both the nature of the job itself and
the number of jobs. The relation between technol-
ogy and work is complicated and operates on
many dimensions. The economic imperative to in-
troduce new technology and to increase productiv-
ity in order to be competitive is alive and well
today as it has been since the onset of the Indus-
trial Revolution and before.

However, the emergence of Al will bring to the
fore the question: Will there be a massive loss of
jobs and if so, what kinds of jobs will be avail-
able? Various writers, including more recently Al

The Social Context of Artificial Intelligence

researchers, have speculated about a future in
which intelligent machines produce the goods
and provide many of our services. Without pursu-
ing this topic further, it is noted that serious is-
sues related to income distribution, self-worth,
and the basic political organization of society
may be involved.

Surely intelligent machines can be usefully em-
ployed to perform tasks that are undesirable for
people, for example, both underground and under-
sea mining, dealing with hazardous wastes, weld-
ing and spray painting, and handling noxiouns
gases. Of greater significance is the intellectual
benefit of intelligent systems for improving effi-
ciency in every aspect of human endeavour. In
general, knowledge-based systems can be used
for applications in the executive suite and on the
factory floor, Intelligent aids to information re-
trieval, decision making, planning, and problem
solving are appearing in almost every conceiv-
able area of application. One can only expect that
they will continue to improve and be even more
widely applied.

Decision Making

This term is used here in an all-encompassing
sense 10 cover activities regularly carried out by
individuals, companies, institutions, and govern-
ments. Every aspect of life involves decisions,
whether made by the individual or made for him,
or her, by others. As such, decision making repre-
sents a fundamental component of human exis-
tence and threats to human autonomy, however
couched in friendly terms, are of serious concern.
The question of the dogmatic aspect of formal-
ized expertise contained within ¢xpert systems
has already been raised. Indeed, the increasing
use of computers must inevitably result in a de-
crease in individual human decision making. The
role of AI will be to accelerate this trend, espe-
cially in more critical sitnations, Of special men-
tion in this respect, the debate over the Strategic
Defense Initiative (SDI, or more commonly, Star
Wars) has frequently hinged on the guestion of
whether or not the very large software component
could perform as required. This system will moni-
tor information-gathering devices, assimilate the
information, decide on a response, coordinate the
response, and continue with these activities until
the end. Al is certainly expected to play a role in
this system, Note that the issue of computer deci-
sion making does not begin with AI but rather

Section Il — Sacial Considerations Arising from Artificial Intelligence

that the reliance on Al may exacerbate the poten-
tial problem in a fundamental way.

There are a number of benefits associated with ex-
peirt sysiems and these are important in their own
right, not merely to offset the possible dangers
outlined above. Expertise is a rare commodity

and the availability of mechanisms to preserve
and disseminate it are to be valued. Expert sys-
tems can serve as a means of preserving knowl-
edge, in an active and useful way, even for future
generations. They can ensure that the knowledge
gained over a lifetime by an expert can be saved
in a wseful form. Expert systems can also perform
an educational service, beyond traditional text
books, in educating the next generation of experts.

Expert systems may yield substantial benefits in
such areas as medical emergencies, poison con-
trol, and other life-threatening situations. Rapid
access to the specialized knowledge contained in
expert systems may make the difference between
life and death in these situations. In remote
locations such knowledge may not be readily
available from people, from books, or even from
computer databases. Appropriate expert systems
can substitute for human specialists under some
circumstances. Who could argue against their use
in emergency conditions, but concern may arise,
however, when expert systems diffuse into more
mundane or less essential areas.

Social Organization

How will society, or better its political institu-
tions, respond to a future in which basic needs of
both goods and services are met by machines? Ro-
bots and advanced industrial antomation are grad-
ually reducing the blue collar workforce. This is
taking place largely without AL Changes are oc-
curring much more slowly within the office but
the impact of successful developments in Al, es-
pecially in speech understanding, could result in
many fewer jobs. Thus a key issue for the future
may be what will replace work in most people’s
lives both as a means to acquire wealth and as a
major component in the definition of self-worth.

Since the most widely accepted way to distribute
real wealth in society is through wages or salary,
and since the envisioned future includes a consid-
erably reduced workforce, two questions emerge:
How will people acquire the means necessary to
acquire goods and services beyond immediate

basic needs and what will replace work as the
major activity in most people’s lives?

It is not obvious how the social and economic ad-
aptation to such a future will evolve or even that
it will. It appears that massive changes in politi-
cal systems as well as in social organization will
be necessary. Work and money are just part of
the equation. Autonomy, self-respect, and civil
liberties are others. None of these are gifts be-
stowed by a benevolent state, especially one
which is the product of major technological inno-
vations. It is for this reason that the process in-
volved in moving towards a new society is so
crucial and that an awareness and realistic under-
standing of how technology operates, perhaps the
philosophy of technology itself, is so important.

At the same time, if Al is seen as a natural and
expected continuation of the historical evolution
of technology, then there is no reason to expect
its effect to be substantially discontinuous with
the past. Some two hundred years have passed
since the onset of the Industrial Revolution, yet
we still find that unemployment rates are rela-
tively low.

The nature of AI, however, suggests that as a

new technology, its influence may not be merely
quantitative, not just more of the same, not just
the fatest improvement in the continuous progress
of the industrial revolution. If its potential is real-
ized, AT may usher in a distinctly new age, and
ultimately it will truly be a qualitative break with
the past. The question then becomes one con-
cerned with the rate of change, and the time avail-
able for adaptation.

Situation Examples and Discussions

Four examples have been chosen from many that
are possible, to illustrate more clearly and in
greater detail some of the social considerations re-
lated to the future use of expert systems.

The first example, in realtime process control, if
not describing what is already a real situation,
describes one that may soon be real. The second
example, in the field of medical diagnostics,
further develops a number of issues of concern
and places them in the realm of direct personal
considerations, A third example indicates an insta-
bility that may exist if programmed trading in
stock market securities reaches the level of wide-
spread practise. A fourth example is the possible
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initiation of a nuclear war due (o an error in com-
puter decision making.

Situation 1 — Realtime Process Contro!

Assume that a realtime experl system is installed
to aid the operator in the control room of a large
refinery or petrochemical plant in assigning prior-
ity to alarm signals during a major emergency or
process upset. Without the expert system, the op-
erator is certain, at these times, to be flooded
with alarm signals and notifications of “out-of-
limits” conditions, some of which are much more
important than others. With the expert system it
is hoped that the operator will be in a better posi-
tion to identify the real cause of the breakdown,
and to more quickly determine the corrective ac-
tion to be taken. The problem, however, is that
everything happens fast, in realtime, and the oper-
ator may have little choice other than to follow
the advice of the expert system.

Who is responsible then if a major upset occurs
and the operator follows the expert system’s ad-
vice but it is erroneous because:

the expert system rules and analysis were in-
complete

the process upset (or combination thercof) was
something never considered and therefore out-
side the domain of the expert system

it had actually been developed for a different
kind of plant

» there was a logic error in the software

» there was an interface error to parts of the sys-
tem developed by others

some sensors had been damaged by the acci-
dent and therefore the expert system could not
function

the expert system functioned, but assumed that
input data and signals were always complete
and correct when in fact they were incomplete
OT erroneous

* ¢iC.

One could argue that the example provided is not
significantly different from traditional control
systems with which there is already a wide and
generally satisfactory experience, or that it does
not differ from expert systems in general. The

example is chosen, however, because it does dif-
fer in two important ways:

» Expert systems are less deterministic in their
performance than sequential computer pro-
grams. It is more difficult to predict or test
their behaviour and output over the range of
input conditions. By their very nature, many ex-
pert systems base their results on inferences
rather than certainties. Normally the operator
may be able to make better judgements and to
perform better with the expert system than with-
out it, but there may be no guarantee of this
under all conditions.

+ In the example given above the expert system
operates in realtime and is expected to be used
in situations where the human operator has lit-
tle or no opportunity to cross-check or evaluate
its output. He or she will be very dependant on
it, and could be forced by circumstances to
trust it implicitly. Who, then, bears responsibil-
ity to the public for the plant’s operation?

This example, from a perhaps hypothetical indus-

" trial environment, is sufficient to illustrate the

considerations involved. There are parallel consid-
erations for many potential military applications
of expert systems or for any artificial intelligence
applications which would be expected to operate
in realtime, in a variety of situations, where com-
plete pre-testing would be very difficult to ar-
range.

Situation 2 — Medical Diagnostics

A considerable number of the early and best
known expert systems are in the field of medical
diagnosis. The reasons for their development can
be several fold:

« as aids to teaching the methodology of medical
diagnosis,

* to collect and pool expert knowledge in areas
where diagnosis is particularly difficult,

+ to study a typical application area in order to
further develop problem understanding and the
Al techniques required for its solution,

« possibly for actual application to diagnosis in
clinical sitnations,

It is in the latter area of real application where
potential problems of a social nature may be

encountered. To clarify what is meant, and to in-
voke discmssion, a number of different, but possi-
ble, scenarios are presented below. These are
drawn from potential situations in medical prac-
tise, but parallel situations could be found in
other expert system application areas, particularly
within the professions, such as the provision of
legal advice, enginecring design, and career guid-
ance to name just a few.

Today many expert systems {o not necessarily
perform well but exist primarily to illustrate their
potential, pending further development. However,
just as chess playing programs once performed
only at the novice level these now perform,
sooner than was expected, at the masters level,
We need to look forward already to what may
happen if, or when, expert systems begin to equal
and then surpass the ability and judgement of
those we deem to be experts, and whom we trust,
today. We may consider therefore, the following:

- A physician has an expert system available to
him to aid in the diagnosis of a patient. At least
six possibilities immediately arise:

1. The expert system agrees with his own analy-
sis. The physician proceeds to follow the ap-
propriate treatment procedure with added
confidence that it is correct.

2. The expert system does not agree with his
analysis. He proceeds to follow his own anal-
ysis, which turns out to be right,

3. Same as (2}, but it turns out that the expert
system was right and the physician was
wrong.

4. The expert system does not agree with the
physician’s analysis. He or she decides to fol-
low the analyses of the expert system, which
turns out to be right.

5. Same as (4}, but the expert system is wrong,

6. Although the expert system was available,
the physician chose not to use it. Several situ-
ations arise:

— This was a good choice, haman skill and
Jjudgement prevailed and no known prob-
lems arose.

— An error in diagnosis did occur and it was
discovered that had the expert system been

used and relied upon, the error would not
have occurred.

The implications of this laiter possibility are
even more pronounced if it is considered that
the expert system available, by virtue of contin-
ued development, may have reached the status
of accurately modelling the diagnostic capabil-
ity of a highly qualified peer group of physi-
cians, exceeding the knowledge and ability of
even any single member of that group.

Yet another series of situations exists if one en-
visages a situation in a geographically remote
region, or in a lesser developed country, where
trained physicians are not widely available. The
expert system might be marketed and used,
even to advantage in the majority of cases, by
paramedical personnel, by the patients them-
selves, or by well-meaning friends acting on
their behalf.

Candidates for the assignment of responsibility,
especially in instances where errors and prob-
lems might have occurred, include:

+ the individnal physician

» the hospital, clinic or group practise

« the supplier of the expert system (possibly
from another country)

« the distributor of the expert system

« the manufacturer of the computer

« the research team that provided the domain ex-
pertise and knowledge base

+ the developers or supplier of the expert sys-
tem sheil

+ the Al team that developed it into a working
system for medical diagnosis

« the patient who attempted to use it by his or
herself

» the well-intentioned friends of the patient.

It is distinctly possible that in a number of in-
stances the rate of development and application
of expert systems, may be limited not by the iech-
nology itself but by matters related to legal re-
sponsibility. This may be particularly so in the
professions, For this reason, some potential appli-
cations may only achieve use as teaching aids,
rather than being implemented for use in direct
practise.

Alternatively, as the technology develops and
moves (o direct application, the education require-
ments for professionals deemed responsible for
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the use of expert systems may rise to a very high
and even extraordinary level. This could severely
strain the ability of suppliers to provide appropri-
ate program documentation and training. In fact,
it may turn out in some instances that practition-
¢rs who genuinely understand the program, and
who have the ability to use it correctly, are only
available at very special centres of expertise.

These centres may often be located outside any
particular country, leading in some instances to a
lIoss of national centrol. A form of “software colo-
nialism™ may develop as funds and resources con-
tinue to flow through the marketing chain to
these sources of expertise and thereby reinforcing
centralized development.

On the other hand, this may not necessarily hap-
pen. Just as the world once looked almost solely
to Versailles for art, or Hollywood for cinema,
other developments over time have caused the
production capacity for these two cxamples of
expertise and achievement to become widely dis-
tributed. Even though concentration of knowl-
edge may appear to be an initial consequence of
expert systems, it may not necessarily continue
that way.

Situation 3 — Programmed Trading in the
Stock Market

Programmed trading in the stock market is an-
other area where it has already been recognized
that regulatory controls may be required. While
individual usage is not deemed to be an area for
concern at present, multiple simulianeous use cre-
ates the conditions for an avalanche effect with
rapid, widespread cffects of great consequence.
Stock markets, such as the New York Stock Ex-
change, have already given serious consideration
to imposing limits on their immediate members
for the use of programmed trading. If the tech-
nique and practise should become more wide-
spread throughout the financial community at
large than it presumably is at present, an even
more unstable condition may result than was ex-
perienced in October 1987. Fears of a worldwide
economic collapse and recession friggered by
such action, while it has not happened, are not to-
tally unrealistic.

Many types of systems, both those created by
man and by nature, can demonstrate and even suf-
fer from dynamic instabilities, However, except
for electric power networks and feedback conirol
systems, few of these, due to the intractability of
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the problem, have formal and well-developed
methodologies for stability analysis.

Situation 4 — The Inifiation of Nuclear War
Many computer scientists are concerned with the
possibility that a computer error could initiate a
nuclear war. The organization known as “Com-
puier Professionals for Social Responsibility™
(CPSR) is particularly concerned with this possi-
bility. While many of these concerns stem from
questions related to reliability of software in gen-
eral, particularly the massive software system
required in the proposed Strategic Defence Initia-
tive (SDI), some of these concerns could origi-
nate from the proposed role of artificial
intelligence. An example, in paitern recognition,
is the evaluation of sensor data to determine tar-
get identification and the overall decision logic
used to determine if an apparent event does in
fact represent a hostile attack.

A Difference between Al and Data
Processing Applications

In general most of the social issues related (o

the general or conventional use of computers re-
late also to AL Thus it is difficult to separate the
two. In some instances the role of AI may be to
magnify the effect or concern in question, particu-
larly those related to the involvement of comput-
ers in decision making as distinct from their use
for numerical calculation,

A few examples will illustrate how important it is
to ask the right questions in the examination of
artificial intelligence applications. An expert sys-
tem is described in the literature for allocating
children to foster homes. This raises the question,
“How can the expert system perform this func-
tion better than human judgement?”, whereas the
correct question to ask is more likely, “Does the
human-machine combination perform better in
this instance than would be the case if decisions
were based on human judgement alone?”

Another point to be recognized in the examina-
tion of AI applications is that the correct question
to be asked in many instances is not just, “Does
the human-machine system perform better, on
average, than would be achieved with human
judgement alone?”, but rather “Even in exireme
instances does the human—-machine sysiem per-
form better?” In some cases this means that per-
formance must be almost infallible.
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For example, in 1988, in a case of mistaken iden-
lity, a commercial airliner was shot down and de-
stroyed by missile fire from the naval vessel of
another country, The incident occurred “over the
horizon”, which means that electronic means of
detection were clearly involved. At one point in
the enquiries that followed this event it was re-
ported that the mistaken identity may have been
caused by an error in software employed for pat-
tern recognition and target identification, Later re-
ports indicate that this was not the case, and that
the mistake was due to human operator error (4).
Had it been due to the automated pattern recogni-
tion system, however, this would have fallen into
the domain of artificial intelligence, at least ac-
cording to some definitions.

This illustrates the need, in many Al applications,
for extremely careful system validation over a
wide range of operational conditions, such that
extreme values near boundary conditions are well
tested, in addition to average conditions or those
central to the normal zone of performance.

A difference with regard to responsibility for pub-
lic risk clearly exists between data processing ap-
plications of computers, with which we have
more experience and familiarity, and those involv-
ing artificial intelligence and expert systems. In
some instances, and according to the interpreta-
tions that prevail in various countries, this matter
of responsibility may also exiend to liability.

For data processing applications it is necessary,
when errors occur, that there be a channel for ap-
peal. In many instances the mere availability of a
channel for appeal is sufficient. Errors usuaily
occur infrequently, and can be accommodated,
for example, if your credit balance is restored cor-
rectly next month. In applications where human
lives may be involved, or when there is no oppor-
tunity to correct the error “next month”, some-
thing more than “a channel for appeal” and
“on-average” performance is clearly required.

Regulatory Bodies

Under somewhat analogous conditions it is not
nnusual for governments t0 establish a regulatory
or administrative body to ensure that the needs of
public safety, or of the individual, are met. Thus
in Canada we have the Atomic Energy Control
Board (AECB) for nuclear matters, the Canadian
Aviation Safety Board, the Canadian Standards
Asgociation (CSA), Emergency Preparedness

Canada, the Food and Drug Act, the Canadian
Human Rights Commission, and many others.

Is a similar, but special, body needed for soft-
ware and enginecring systems reliability in appli-
cations of a sensitive nature? This would include
applications of artificial intelligence and expert
systems as a special section. Given the variety of
applications possible, and the difficulty of main-
taining expertise in so many diverse areas, it
seems reascnable to propose that this function, if
needed, should be performed on a decentralized
basis, that is, separately, for transportation, ¢ivil
engineering structures, medical practise, and so
forth. This does nrot eliminate, however, the possi-
ble need for a small core group to maintain spe-
cialized knowledge and to provide coordination.

Two or three decades ago the Canadian Informa-
tion Processing Society (CIPS) established an om-
budsman on a voluntary basis for complaints
concerning data processing applications, As

might be expected, it is believed that this func-
tion, while performing well, was mainly con-
cerned with appeals concerning billing and
accounting systems. In the computer applications
of today, and especially of tomorrow, much more
is involved.

The Canadian Standards Association has an-
nounced the availability of four voluntary stan-
dards for software quality assurance. In critical
applications Q396.1.1 is for the development of
software and Q396.1.2 is for “off-the-shelf” soft-
ware. Correspondingly, in non-critical applica-
tions Q396.2.1 is for the development of software
and Q396.2.2 is for ‘‘off-the-shelf” software. In
addition, while use of the guidelines and good
practise measures is voluntary, it is also hoped
that organizations purchasing the standards will
“register” with the CSA and agree to a voluntary
andit of the degree to which the recommenda-
tions are adopted. The CSA initiative, believed

to be the first software quality assurance program
in North America, is also being used as a base
within the International Standards Organization
(ISO) (5).

An Industry Association for Voluntary
Accreditation of AI Products

The extravagant claims of some commercial
companies in the marketing of their Al products
have created concerns amongst researchers and
among the more conservative firms providing Al
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products and software. In the U.K. it has been
proposed that an Al industry association is
needed with a code of ethics for advertising in
order to protect the reputation of legitimate re-
searchers and firms, to protect the public from
claims deemed to be extravagant, and to maintain
ethical standards for the Al commaunity. If
formed, the association would in effect provide a
“Good Housekeeping” seal of approval for the
products and work of its members.

Codes of Ethics

Many professions, medicine, law, and engineer-
ing for example, include courses on ethics in
their university curricula, and maintain a code of
ethics for their members following graduation. If
it has not already been done in all institutions, it
would appear timely and appropriate for subject
matier on ethics and professional responsibility
to be added to curricula for degrees in computer
science. The codes of ethics for the professions
might also be examined to determine if they con-
tain clauwses that are adequate in the light of to-
day’s Al and software technology.

This alone is not enough, and frankly it can be ar-
gued that the world is not equipped for what is
happening. Not only are the professions less than
fully equipped for the technological change that
is occurring, but a large amount of computer soft-
ware, including expert systems and Al applica-
tions, will increasingly be written by persons
outside the professional societies. This is only
natural, and almost certain to increase. Codes of
ethics developed within the professions, there-
fore, do not apply to these sitnations.

There is also an increasing amount of software in
the “public domain”, which raises the question,
“who is responsible for the integrity of this?”

One could also raise the question as to what is
meant by software in the “public domain” or
what is the process for placing software in the
public domain. This could be discussed at length
as a scparate treatise.

Validation

Validation is an important, but particularty diffi-
cult, aspect of expert systems.

The Social Context of Artificial intelligence

Expert systems, like all other computer programs,
can contain undetected and hidden errors. These
can arise as errors or “bugs” in the computer
coding, or they can have their source in the back-
ground analyses and knowledge base. It is particu-
larly difficult to fully test and debug programs
that have a large number of program states. The
number of branches and possible program states
can in fact be exiremely large, This poses a com-
binatorial problem so large that it is impossible

to exercise and pre-test all possible conditions be-
fore use. This is one reason why some computer
programs occasionally run for years before cer-
tain errors appear and are only then discovered.
In addition, the nature of expert systems is such
that it is frequently difficult to identify and pre-
test the program over the full range of all possi-
ble input conditions,

As a further but important point, some expert sys-
tems are difficult to test definitively, because the
program logic is based on inferences which have
only statistical significance, and which therefore
are not necessarily conclusive. Unlike engineer-
ing programs based on the laws of mechanics or
physics, the output of an expert system can carry
with it an element of doubt or uncertainty even
when the program runs “correctly” in the com-
puter sense. A somewhat similar condition exists
with some applications of artificial intelligence
other than expert systems, for example, those
which nse sensor-based input. There is always an
element of doubt attached to the performance of
the sensor, what it really measures, and how it is
interfaced to the computer. This element of
doubt, attached to the input, carries through to
the program output.

There is an additional doubt with expert systems
that the knowledge base may not contain all the
necessary rules at any particular time or stage of
its development, or that the computerized search
through the knowledge base may not have consid-
ered all possible paths.

These are some of the reasons why expert sys-
tems, unlike other computer applications, are re-
quired to serve a period of apprenticeship during
which their behaviour is studied in the presence
of experts. During this time period confidence in
the systems capabilities can gradually rise as posi-
tive experience is gained and as some problem
arcas are corrected. At the same time knowledge
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is obtained of weaknesses and deficiencies in
areas to be avoided until improvements are made.

Traceability

One of the atiributes of expert systems is that
they should be able to explain to their user how a
particular result was obtained. That is, to explain
or reveal the logic or reasoning path that was
used. Similarly if additional input is requested
from the user, the program should be able to ex-
plain, on interrogation, why it is needed or how
it will be nsed. This atiribute of traceability, or
transparency as it is sometimes called, is impor-
tant to the user in understanding how the pro-
gram is using the input provided and accordingly
how it is reaching its conclusions, This is a partic-
ularly important aitribute in instances where the
user must take professional responsibility for the
advice given by the expert system,

It should be noted, however, that the presence of
this attribuie alone, or by itself, does not in all
cases completely shift the burden of responsibil-
ity for correctness from the program developer to
the user. It is of little value, for cxample, in a
realtime expert system sorting out hundreds of
alarm signals in seconds during an upset in a
large chemical plant to reveal days or weeks after
the wrong action was taken that this would have
been apparent to the operator at the time if the
traceability or transparency capability had been
used.

Documentation

Somewhat similar remarks can be made concern-
ing program documentation. If a user is to take
full responsibility for an expert system, he must
have sysiem documentation available to him that
permits him to achieve the level of understanding
necessary for this. This poses a special require-
ment on the user level documentation for expert
systems. In a world where cven the documenta-
tion for many conventional computer programs
and software packages does not achieve this level

it is a cause of concern.

Not only must the expert system user achieve a
very high level of understanding, but also it is
necessary to ask if he or she will be able to do so
with a reasonable level of effort expended over a
reasonable period of time, It is to be expected
that the larger and more complex systems will

only be adequately understood at special centres
of excellence or locations close to their origin
and sometimes only by their originators. This is
where guestions related to knowledge sovereignty
and a possible “software colonialism™ arise, as
mentioned elsewhere in this report.

If a deep and substantial knowledge is required
by the capable user of a large system, the knowl-
edge and education requirements for high level
expert system developers is even greater. It is
conceivable that a lifetime of hard work and insti-
tutional support may be necessary in the future in
many instances.

The statement that good program documentation
is necessary seems to imply that good documen-
tation alone will solve the problem. This is not
the case. It can take years of experience and
close association with a computer program to
fully understand the implications of its output. Ex-
pert systems are an example of this, and as
expert systems increase in their depth of reason-
ing, this learning time for the user will increase,
Good documentation is necessary, but it is only a
starting point.

Summary and Conclusions

While codes of ethics, professional responsibility,
and regulatory bodies are useful mechanisms,
they are by no means likely to be sufficient. Com-
puter software, including expert systems, will
soon be almost as common as people. It will orig-
inate from a wide variety of sources, and from
people in many countries. Only a small percent-
age of these sources will fall within those cov-
ered by professional codes of ethics, in terms of
either software generation or use, Thus, it is fair
to say that, if some form of regulation on supply
or use is needed, it will be extremely difficult 1o
establish and achieve.

Caveat emptor, let the buyer beware, might ap-
pear as another alternative, but is equally non-
viable. Software is already being given away as
an inducement to the purchase of other goods
and services, and this practise will increase as
software becomes more and more a low cost
commaodity item. In many instances the buyer (or
acceplor) of software will lack the skills and
knowledge for any in-depth evaluation or valida-
tion of software he acquires.
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Should some form of conirol become necessary,
there is virtually no workable method by which it
could be implemented that would not permit cir-
comvention by those who might wish to do so, It
appears that in most instances this could be quite
readily accomplished. In the meantime, the cur-
rent system rests on:

« the integrity of software developer(s), wherever
| they may be;

» the codes of ethics of professional societies and
other bodies, in instances where they apply;

The Sacial Gontext of Artificial Intelligence

« regulatory codes for applications already recog-

" nized to be sensitive to public safety, e.g., nu-

clear power plant conirol;
« caveat emptor;

« education and awareness of the general public.

Section 111

A Protocol for the Examination of AI
Applications from the Social Point of View
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Section III — A Protocol for the
Examination of AI Applications
Jrom the Social Point of View

The purpose of this protocol on the bringing into
use of a system employing artificial inteiligence
is to alert to the sociotechnical dimensions of
doing so the persons who;

« define the ground for the intended uses of the
system,

» create the system,

- bring it into use,

« operate it,

+ have their tasks influenced by its use,

« evaluate its worth.

The importance of reflecting on these sociotechni-
cal dimensions lies in the reality that systems of
artificial intelligence have the potential to carry
out significant tasks of perception, reasoning, de-
cision making, and taking action that have char-
acteristically been performed by persons. This
potential raises new and profound aspects of ques-
tions about the relation of technological change
to work, organization, and culture. Here the word
culture is taken to mean the whole evolving so-
cial ecology which forms the basis on which the
members of a society interpret their experiences
and shape their relations with one another and
their environment into a way of life. This ecol-
ogy is multi-dimensional and encompasses the
social character of science, engineering, technol-
0gy, economics, law, politics, the arts, morality,
and religion.

Contexts for a Case Study

In the uses of artificial intelligence, as indeed of
all technology, a fundameatal cultural question
can be put in two extreme ways.

+ First, are persons to be viewed as being re-
quired (by whom under what authority) to adapt
to technological artifacts?

» Second, are artifacts to be viewed as being
brought into use to complement, preserve, and
assist the expression of (whose) human talents?

Since technological change can and must be con-
sidered from the differing perspectives of individ-
vals, groups, organizations, and indeed society
there is clearly a spectrum of answers lying be-
tween the limiting questions as stated. For this

reason it is imperative in case studies that ecolog-
ical questions of intent, expectations, and conse-
quence be considered at a number of different.
contextual levels which are selected by con-
sciously shifting the focus of atiention by a pro-
cess of what may be called “cognitive zooming”.

The Focal Organizational Context

The organizational setting within which an appli-
cation of artificial inteiligence is embedded con-
stitutes a focal context from which attention can
be directed inward to operational structure and
can be directed outward to various social con- -
texts. The embedding of a use of artificial intelli-
gence is an innovation in the organization. This
innovation represents:

the set of all considerations and actions associ-
ated with the bringing into practical operational
use the system embedded in the organizational
setting,

« the consequences to the organization and its
people.

Just as the innovation of an industrial product
such as a new material, device, or system does
not typically follow a linear sequential process
from basic science, to applied science, to engi-
neering design, to production, and to market dis-
tribution, the innovation of an application of
artificial intelligence in an organization will not
proceed simply from prior specification of in-
tended use, to system design, to implementation
and evaluation. The interactions between those
who require, specify, design, construct, install,
document, operate, manage, and evaluate will typ-
ically be complex. These interactions will reflect
the evolving interplay of social and economic pur-
poses expressed through operational practices
within and outside the focal organization setting.

*IDENTIFY

+ with respect to the selection of an application
for embedding, identify at both the corporate
and relevant social levels distinctive contextual
characteristics.

For example, a private-sector industry has the un-
derlying corporate purpose of making profit to
provide a reasonable return on investment to the
owners. This objective is carried out within an en-
vironment of corporate law and regulation, which
together with sociceconomic circumstances,
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local, regional, and global, establish a context of
risk and competitive opportunity for the responsi-
ble achievement of profits.

*IDENTIFY

- the distinctive socioeconomic circumstances of
the organizational setting (such features as the
form of the corporate entity, its relation to or-
ganized labour, to the local and wider environ-
ment of competition and regulation, to local
social, political, and ccological conditions).

» within the organizational sctting identify the
motivation for bringing inio use the applica-
tion, Is there a perceived problem to be ad-
dressed? Is the instance part of a corporate
strategy for technological change? Is there an
internal champion as a driving force? Is there
persuasion from outside suppliers? Is there peer
pressure from the industrial sector?

* IDENTIFY

« within the concrete situation of application the
proposed grounds of justification for the neces-
sary expenditure and stress of organizational
change? In an industrial setting these elements
will characteristically have to do with technical
feasibility, profitability, and quality of human
relations, Factors that may be pertinent include
potential for increased productivity, improved
product quality, improved working conditions
and job satisfaction, reduced downtime, en-
hanced flexibility of production and organiza-
tional responsiveness, reduced costs or energy,
materials, training, labour, and management.

To achieve reasonable clarity of response to the
foregoing question of justification it is necessary
to examine how the application of artificial intel-
ligence will be embedded into and change the ex-
isting organizational context.

*IDENTIFY

» the organizational changes necessary to accom-
modate the system, These changes will include
redefinition and reassignment of operational
tasks and the associated communications net-
work and structure of accountability, Such re-
definitions will account for job creation, job
displacement, machine and process replace-
ment, and identify as enhancements or reduc-
tions significant shifts in the scope of both
operational and managerial tasks. These
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definitions of organizational change will also
identify anticipated changes in the degree of
centralization/decentralization of managerial
control and of worker participation.

Since current systems of artificial intelligence,
for example in the form of expert systems, have
sharply limited and specialized domains in which
they can perceive, question, reason, make deci-
sions, and take actions in the face of uncertainty,
it is essential that the relation of its operation to
human oversight be understoed by all persons re-
sponsible for the operations and consequences of
the employment of the system. This requirement
raises novel issues of task definition, corporate
accountability, and legal liability,

*IDENTIFY

the organizational and operational contexts and
characteristics of the system in terms of the
functions of perception, questioning, being
questioned, reasoning and explaining reasoning,
decision making, and taking action through ef-
fectors.

the boundaries or limits of the domain of exper-
tise represented in the system and the manner
in which human oversight and accountability
for the use of the system is to take place in the
organizational context. The designers, suppli-
ers, and the domain experts employed have a
distinctive responsibility to document and ex-
plain to the nsing organization “the micro-
world” within which the system is able to
function with the intended reliability.

These identifications will serve to define the
extent to which the system operates to fulfil com-
plete tasks or functions in an advisory or en-
abling manner with respect to the human
operation and management of the organization,

There is substantial evidence to show that techno-
logical and therefore organizational change is
most effectively carried out and evolved when
those persons participating in and affected by the
change are kept informed of the contextual ele-
ments which their experience, skills, and talents
enable them to grasp and potentially contribute to.

*IDENTIFY

» the practices to be followed in the organiza-
tional context:
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= for keeping informed from the earliest stage
of system choice, and “employing” the capa-
bilities of those who will participate in and be-
come part of the innovation,

» to inform and assist in a timely manner per-
sons whose customary jobs will cease to exist,

« 1o document evolutionary changes in design
and operation,

= to provide training in the use of the system.

Whether or not systems of artificial intelligence
will realize the expectations held out for them in
enhancing the performance of the organizations
in which they become embedded as innovations
will become gradually known only through a ho-
listic process of evaluation against as many con-
textual elements of the embedding process as can
reasonably be examined.

Systems of artificial intelligence represent a
unique phase of technological change in which
the consequences of use will gradually reverber-
ate more deeply into the form and ethos of the or-
ganizational seiting than has any previous stage
of technology. Sensitivity to questions of change
of organizational ethos is an essential dimension

in the evaluation of consequences of nse. As the
characteristics of those organizational setiings un-
dergo change, the consequences will reverberate
into the whole social ecology of our culture. The
background documents for this protocol consider
key dimensions of such reverberation,

*IDENTIFY

» the praclices intended o be followed to assess
the contribution (or otherwise) of the system to
the performance and overall welfare of the or-
ganization using technical, organizational, fi-
nancial, and socially germane norms. These
practices will include taking note of changes in
ethos reflected, for example, in internal social
networks among participants (workers and man-
agers), and seek to understand changing atti-
tudes to the place and significance of work in
an organizational context wherein the exercise
of perception, reasoning, and decision making
is distributed among persons and machines.

The latter assessment will require accnmulation
of understanding from the larger context of sets
of similar applications characteristic of the devel-
opment of the field of artificial intelligence ‘and a
sensitivity to the evolving social ecology of tech-
nological change.
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Section IV — Summary and
Recommendations

Applications of artificial intelligence should not
be pre-judged, out of context, This means that
they can only be examined within their own or-
ganizational and unique sctting. Accordingly, this
report, while recommending that planned or exist-
ing applications can usefully be examined from
the social as well as from the business and techni-
cai point of view, does not purport lo pre-judge
applications, but does present a protocol by
which such examination can be made. Central to
the protocol is the belief that technological sys-
tems can have influence or impact at the direct
level on users and workers and former workers:
at the intermediate level on organizations and; at
the macro level on nations and human society at
large. While artificial intelligence may or may
not represent a significant departure from past
forms of technological development {and informa-
tion systems in particular), many of the criteria
for evaluation derived by experience from these
carlier forms, apply also to artificial intelligence,
It appears likely in the minds of many that artifi-
cial intelligence carries with it some concerns
that are new in kind, or that are at least of height-
ened magnitude from those of the past. For exam-
ple, a fundamental and singular thing about Al is
that it is changing the way in which the process
of reasoning and decision making is proportioned
between people and machines. Questions related
to the professional responsibility for expert sys-
tems, and perhaps also for responsibility and
liability in the legal sense particularly when mis-
takes occur, arise from these sources.

As with any technology, there are both pros and
cons associated with it, and particularly with re-
gard to the way in which it is used. Among those
experienced with artificial intelligence, the fol-
lowing have been noted by some organizations to
date:

Pros
1. increased job satisfaction
2. quality of work improved

3. VDUs (video display units) are less noisy and
more flexible than the mechanical devices they
replace

4. greater response and ability to be on top of af-
fairs
5. new systems arc user friendly, simpler to learn
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6. computer solution is often cheaper than me-
chanical means

Cons

1. job security may be threatened

2. physical strain, mental strain, and possible
health hazards associated with the use of VDUs

3. fear of innovations, loss of value of “experi-
ence”

4. fear of change, inability to cope with non-
permanence

5. technology introduction requires planning, edu-
cation, and attention to details

. need for more flexible, more educated mind-set
. loss of need for “specialist knowledge”
. shortage of specialists

. utter simplicity — job de-skilling and lack of
challenge.

D0 =1 N

Fundamental to almest all the considerations
posed is a changing balance in how decision mak-
ing is conducted and performed. This is a change
in balance between the portion delegated to ma-
chines, and the portion reserved for people as
human beings, This changing human/machine
symbiosis is viewed by many as a fundamental
point of departure in the development of technol-
ogy. Since the beginning of the industrial revolu-
tion, large changes have been witnessed in the
division of labour between people and machines.
We now, potentially, have the beginning of a new
era with a significant change in the division of
reasoning and decision making between people
and the computer. The outcomes of this are likely
to be profound.

Summary of the Protocol

1. Are persons required to adapt to the artifacts
of the system, and if so, under what authority?

2. Will the system, as brought into use, preserve
and assist the expression of human talents? If
s0, whose talents will be so preserved and as-
sisted?

3. Examination of the system should identify:

« The characteristic purposes of the organiza-
tion at both the corporate and relevant social
level

= The distinctive socio-economic circumstances
of the organizational setting (i.e., form of the
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corporate entity, relationship to organized
labour, competitive environment, regulatory
environment, ¢tc.)

The motivation(s) for iniroducing the applica-
tion. (e.g., is it to solve a perceived problem,
is there an internal champion or external advo-
cate sach as a supplier?)

The justification(s) for the application, the ex-
penditures necessary, and the organizational
changes necessary.

How the system will be embedded into the ex-
isting organizational cortext, and how it will
change that context.

The organizational changes necessary to ac-
commodate the system. This will include job
creation, job displacement, machine and pro-
cess replacement, the identification of en-
hancements, redefinition and reassignment of
operational tasks, changes in the communica-
tions network, changes in accountability,
changes in the degree of centralization of
managerial control and of worker participa-
tion.

How the system will function in the face of
oncertainty and the degree of human over-
sight required.

The organizational operational contexts and
characteristics of the system in terms of the
functions of perception, questioning, being
guestioned, reasoning, explaining reasoning,
decision making, and taking action through
physical effectors.

The boundaries or limits of the domain of ex-
pertise represented in the system.

The manner in which human oversight and ac-
countability for use of the system is to take
place in the organizational coniext.

“The microworld” within which the system is
able to function with the anticipated reliabil-
ity. This will serve to identify the extent to
which the system operaies to fulfil complete
tasks or functions in an advisory or enabling
manner with respect to the human operation
and management of the organization.

The practices to be followed in the organiza-
ticnal context:
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-- for “employing” the capabilities of those
who will participate in and become part of
the innovation and for keeping them in-
formed from the earlicst stage of system
choice

—to inform and assist in a timely manner per-
sons whose customary jobs wiil cease to
exist

-~ to document evolutionary changes in design
and operation

—to provide (raining in the use of the system

To the extent possible, how the consequences
of use of the system will reverberate into the
form and ethos of the organizational setting
and eventnally into the culture of society it-
self.

The practices intended to be followed to as-
sess the contribution (or otherwise) of the sys-
tem to the performance and overall welfare of
the organization using technical, organiza-
tional, financial, and socially germane norms.
These practices will include taking note of
changes in ethos reflected, for example, in in-
ternal, social networks among participants
{workers and managers), and seck to under-
stand changing attitudes to the place and sig-
nificance of work in an organizational context
wherein the exercise of perception, reasening,
and decision making is distributed among per-
sons and machines.

The latter assessment will require accumula-
tion of understanding from the larger context
of sets of similar applications characteristic

of the development of the field of artificial in-
telligence and a sensitivity to the evolving so-
cial ecology of technological change.

Additional Issues, Concerns, and
Questions to Ask

A list of issues and concerns to be considered
when applying an Al system andfor when review-
ing a case study should also include:

How and why has the application been chosen?

+ Different reasons for implementing an Al sys-
tem will result in very different social conse-
quences. For example, was the application
chosen to reduce manpower, to increase
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productivity, to free up manpower for other ac-
tivities, or for training purposes?

« Was there user involvement in the choice and
design of the application? Did the Al system
benefit from the user’s understanding, advice
and creative abilitics?

How does the AI System fit into operations?

» Does it address a problem that is recognized as
a problem by the users?

» Are there organizational changes necessary {o
accommodate the system and if so how will
they be addressed?

« Will implementation of the system introduce or
causc changes in the communication patterns
within the organization?

» Will there be job displacement? Will there be
job creation?

» Will there be productivity gains? How, and to
whom, are the benefits of these to be distrib-
uted?

When and how is the technology iniroduced to
staff (both to the domain experts and users)?
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What are the initial expectations about the tech-
nology prior to implementation? How is the
technology to be evaluated after implementa-
tion?

What level of the organization is most directly
effected by the technology? managemeni? work-
ers?

What is the effect of the system on the user’s
job? Is the user’s job enhanced or degraded?
Do the users have more or less time for other
aspects of their jobs? Do the users make better
or worse use of their time? Is their performance
improved or degraded? Is their job made more
of less tedious? Is their job made more or less
difficult?

What are the costs and benefits as scen by the
domain expert involved in building the system?

What are the costs and benefits as seen by the
user of the system?

What will the consequences be in terms of
the centralization or decentralization of the
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organization or in terms of changes in manage-
ment; increase/decrease in flexibility/rigidity of
responses?

= Is the user interface well designed?

Recognizing that the system, when dealing with

uncertainty, may give erroneous or incorrect

output in the form of advice, conclusions, or
direct action, has the responsibility for this been
clearly defined? _

» Is the responsibility chain back to the origina-
tors of the system components clearly defined?
For cxample, ate the domain experts, knowl-
edge engineers, system engineers, and computer
scientists involved identified or identifiable by
name?

Does use of the system involve a risk to the
safety and health of the public at large, or to in-
dividual members of the public? Could use of
the system resunlt in personal damage to a group
of to an individual?

How is responsibility for use of the system allo-
cated and shared between persons or bodies
such as the originators of the system compo-
nents, the practitioner who is operating the sys-
tem, the end user on whose behalf it is being
utilized? Where necessary, is this allocation of
responsibility clear in the legal sense?

If all, or part of, the system input is sensor
based, how is the system protected against
false, erroneous, or incomplete input or errors
in the meaning and interpretation of the input?
How are such conditions alerted to the user? Is
the system “fail safe™ from the user point of
view if the system is suddenly interrupted and
made unavailable?

Does the domain of the system fall within the
domain of one of tihe professions, such as
engineering, medicine, or law? Does its use
comply with the regulations and the codes of
ethics of the professions concerned?

Does the domain of the system lie within the
bounds of other regulatory bodies such as the
trangportation act, food and drug act, environ-
mental regulations, health and safety, the han-
dling of hazardous wastes, etc.? If so, has
compliance with those regulations been consid-
ered and assured?
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+» Recognizing that use of the system may im-
prove performance “on-average”, but not neces-
sarily in all circumstances, what provision
exists to screen out or minimize those instances
in which degraded results will occur?

« In instances where human intervention shouid,
or must, be applied to the system output, will
the operator or user of the system have reason-
able time in which to apply this intervention?
This is particularly important in the case of real-
time systems.

In instances where false or undesirable informa-
tion or actions may result from use of the sys-
tem, does a reasonable channel of appeal exist
for those who may be affected?

Documentation

« Is documentation complete and available to the
user, permitting him to fully understand and
comprehend the “micro-world” within which
the program operates?

Does this documentation clearly define the lim-
its and limitations of the program?

- Can the user reach the level of understanding
necessary to use the program safety and prop-
erly with a reasonable amount of study and ef-
fort aver a reasonable period of time? What
level of prior education and experience does
this assume?

« Can the system be accessed and used by per-
sons without this level of capability?

Validation

« Is the system validation considered complete,
or is the system for approved experimental use
only? What special safeguards does this require?

« Has the system validation considered all neces-
sary possibilities?

« What is the source of domain knowledge or
analysis as assumed and used in the system? Is
this domain knowledge or analysis description
included in the documentation? Is this in terms
the nser can understand? Are the assumptions
and limitations clearly defined?

The Social Context of Artificial Intelligence

Traceability

» Can the system readily and adequately explain
how any given result was obtained, and identify
the information which was used or not used?

+ Can the system readily and adequately explain
how any item of input normally required, or re-
quested, will be used?

Updating

+ What provision has been made for reviewing
the system, keeping it current and up to date?
How are users informed of these changes?

Privacy

» Does normal use of the system affect the pri-
vacy of any individual? Could this result
through abnormal use, or in combination with
some other system?

Nationai Control

» Does use of the system remain within the na-
tional boundaries of the country of origin? In
cases where usage is considered outside such
boundaries, does this result in a loss of national
control in the social or economic sense?

Ethical

« Are there concerns or issues of an ethical na-
ture associated with the system or its use?

The above are issues and concerns, largely ex-
pressed in the form of questions that should be
explored when considering new Al technology or
when reviewing an existing application of the
technology.

The concerns and the ways in which they are ex-
pressed may be different in subtle but important
ways from the larger population of interest, i.e.,
those groups implementing Al technology into
their organizations. It may be noted that proce-
dures and methods for generating questionnaires
designed to elicit the concerns and issues from
the population of interest are available that avoid
the pitfall of assuming that the evaluators are rep-
reseniative of the population of interest.

Summary of Issues and Concerns

1. A realistic examination should be attempted of
current and future prospects for Al applica-
tions at home, in the workplace, and in the
government, The discussion and protocol for
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such examination contained in this report is in-
tended to encourage and facilitate this process.

2. Such examination would include the impact
of computer-related technology in the work-
place, balancing benefits against perceived
problems, including deskilling, monitoring, job
loss, restricted promotion paths, breakdown of
traditional social organizations in the office,
limited entry level opportunities, and health-
related concerns,

3. The implications of partially realized intelli-
gent systems in terms of the requirements
placed on humans to accommodate to system
inadequacies must be considered. In the haste
to introduce Al into the workplace, pressures
may be placed on people to work with sys-
tems, which, while advertised as intelligent,
are seriously deficient in many areas.

4. Of particular interest is the role of Al in deci-
sion making, whether in financial institutions,
in the executive suile, or in diverse military sit-
uations. :

5. Intelligent systems may find ready application
in intelligence activities such as the automatic
interpretation of tape recordings and the cross-
correlation of elecironic files. Added to cur-
rent threats to privacy, the availability of such
powerful mechanisms could increase real and
anticipated assaults on individual privacy.

6. Futuristic projections of a society without pov-
erty brought about by the extensive diffusion
of Al applications have been considered by sci-
ence writers and more recently by Al research-
ers themselves. Speculation is interesting but
the assumptions underlying the forecasts must
be carefully analyzed. Questions to be consid-
ered include the following:

— What replaces regular work as a necessary
part of life?

— How is wealth to be distributed if a wage
system is no longer operative?

— How will the political structure respond?

~ How will haman dignity and self worth be
affected if we are no longer defined in part
by what we do?

It should be kept in mind that these questions
are obviously so difficult to answer, or even to
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characterize, that only a beginning is made here,
However, it is important that they be raised and
that a serious discussion be initiated.

Conclusions

« Artificial intelligence has a great potential to
contribute to the well-being of humanity in
both the economic and social sense,

+ Research in artificial intelligence may contrib-
ute, in consort with parallel research by other
disciplines, to the understanding of the human
mind and even to the understanding of human
behaviour,

= Applications of artificial intelligence have the
potential to greatly extend the boundaries for
current computer applications into regions in-
volving recognition, reasoning, problem solv-
ing, and learning. Applications include natural
language processing, machine translation, diag-
nostic systems, and autonomous systems, includ-
ing robots, with sensing and logic capabilities
permitting them to respond to changes in their
external environment.

The range of application of expert systems,
which is one branch of artificial intelligence, is
particularly broad, reaching into almost every
field of human endeavour in business, industry,
education, health care, recreation, the arts, de-
fence, and war.

Aside from the direct applications of artificial
intelligence, research in artificial intelligence
may confribute to the understanding of how peo-
ple think, which includes logically, creatively,
and irrationatly, and to how people learn. The
understanding gained may lead to improve-
ments or enhancements of these processes.

« At the same iime, artificial intelligence may
alter the way in which man thinks of himself,
Some see man’s exposure to his weaknesses as
a beneficial process. With others there is a con-
cern that by apparently reducing thinking to a
mechanistic process, the public perception may
be that people are regarded as “nothing but
clockwork”, This may have “indirect effects on
self esteem and social relations [that] could be
destructive to many of our most deeply held val-
ues” (6).

» The most distinctive and singular thing about
Al is that the process of reasoning used to

e . T
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make decisions becomes fundamentally altered the codes of ethics, where available, to ensure
in the way it is distributed between people and that these new conditions are adequately repre-
machines. sented.

. Because people may be directly affected by arti-  + To assist in the examination of artificial intelli-
ficial intelligence applications, and by expert gence applications in the social context, a proto-
systems in particular, either individually ot in col for the examination of case histories or
some instances in large numbers, there is a spe- proposed applications has been developed and
cial need to assure the quality, verification, is presented herein.
safety, and reliability in a wide variety of appli-

+ Many other new technologies are currently

cations.
being introduced besides artificial intelligence.
At the present time there does not appear to be Some of these, such as advanced manufacturing
any specific mechanism for this in Canada, or systems are likely to precede artificial intelli-
elsewhere, other than the professional responsi- gence in terms of a very broad scale implemen-
bility of individuals and the codes of ethics that tation, and with very widespread social and
the professions have developed for their mem- economic effects. The final impacts of artificial
bers. intelligence, whatever they may be, will occur
in the presence of these parallel activities,
The diversity of applications for artificial intel- some of which are known, and also in the light

ligence suggests that this decentralized ap- of other events which are not known or predict-
proach to responsibility may be the best to able.

follow, but with special attention drawn to the

responsibilities involved and an examination of

The Industrial Revolution, Revisited

Computers Thinking

Relax. Don’t Worry. Ma%es will do the W)A
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Subcommittee on the Social Context of
Artificial Intelligence

Objectives and Activities

1. To conduct a brief literature search and pre-
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4. To hold at least one meeting or consultative
workshop to review material available, areas
of concern, available expertise, and develop
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